CHAPTER 8

The Threat of Biological Weapons:
Prophylaxis and Mitigation of Psyghological and
Social Consequences

Harry C. Holloway, Ann E. Norwood, Carol S. Fullerton,
Charles C. Engel, Jr., Robert J. Ursano

The microbial world is mysterious, threatening, and frightening to
most people. The stressors associated with a biological terrorist attack
could create high numbers of acute and potentially chronic psychiatric
casualties who must be recognized, diagnosed, and treated to facilitate
triage and medical care. Media communications, planning for quarantine
and decontamination, and the role of community leaders are important to
the mitigation of psychological consequences. Physicians will need to
accurately diagnose anxiety, depression, bereavement, and organic brain
syndromes to provide treatment, reassurance, and the relief of pain.

Biological weapons have emerged as a significant threat in the
1990s.' 2 Other reports in this issue have established the potential
likelihood of the use of biological weapons and the nature of the
biological and toxic threats. Herein, we discuss the psychophysiological
and social implications of such agents and propose recommendations for
developing primary interventions and treatment.

Psychosocial Responses Following A Biological Attack
The idea of infection caused by invisible agents is frightening. It
touches a deep human concern about the risk of being destroyed by a
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powerful, evil, imperceptible force. These beliefs activate emotions that
are extremely difficult to direct with the tools of reason. The response of
specialists in medicine, epidemiology, infectious disease, molecular
biology, nursing, and emergency medical services can bring some
discipline and rationality to this situation. To be effective, the response
must be well organized and communication must be made in terms that the
public understands. Multiple organizations with conflicting and
overlapping goals and responsibilities (eg, health care, law enforcement,
and social welfare) may increase the confusion and anxiety for the
individual and community. The novelty of biological weapons in
combination with the activation of deeply rooted fears predict that strong
psychological and physiological responses will occur.

The immediate stressors associated with a biological terrorist attack
are the threat and the consequences of infection. The specific nature of
these stressors will depend on the organism or toxin used. Characteristics
such as the incubation period and the virulence and toxicity of the agent
will contribute to the psychological impact. The process of seeking and
receiving immunization or treatment is potentially stressful. Examples of
common psychosocial responses are noted in Table 1.

Table 1. Psychological Responses Following a
Biological Terrorist Attack

Horror

Anger

Panic

Magical thinking about microbes and viruses
Fear of invisible agents

Fear of contagion

Anger at terrorists, government, or both
Attribution of arousal symptoms to infection
Scapegoating

Paranoia

Social isolation

Demoralization

Loss of faith in social institutions
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One can anticipate that there will be acute and chronic psychiatric
casualties as in other disasters.®> > ® While the majority of people do not
develop long-term psychiatric sequelae following disasters, certain groups
are at higher risk (eg, the previously traumatized, those without social
supports, and first-responders, such as police and emergency medical
personnel). Biological agents may cause mental disorders due to toxins or
infectious conditions such as viral encephalitis or bacterial meningitis.
Iliness and injury secondary to the attack increase the risk of the
development of acute stress disorder and posttraumatic stress disorder, as
well as depression and bereavement in survivors.” ® Psychiatric disability
is a likely chronic outcome of biological attack. The incidence and
prevalence of such problems remain a matter of speculation, although past
occurrences can be used to anticipate consequences. Experiences with
chemical weapons used by terrorists have demonstrated that psychiatric
casualties are likely.®

The psychiatric sequelae will depend on the nature of and the
response to the assault. In contrast to explosive or chemical weapons,
biological weapons may not produce instantaneously horrifying results.
(An exception to this might be the use of a biological toxin that kills
quickly and with frightening manifestations, such as seizures or
suffocation.)

As the attack is discovered and the media reports the news, exposed
and unexposed individuals may experience acute autonomic arousal.
Signs and symptoms of muscle tension, tachycardia, rapid breathing
(perhaps hyperventilation), sweating, tremor, and a sense of foreboding
are likely to generate health concerns. These signs and symptoms may be
misattributed to infection or intoxication. The acutely stressed and
symptomatic individuals will add complexity and additional patients for
triage during the initial phase of the crisis. However, if initial triage and
management are successful, the risk for the development of psychiatric
problems can be minimized.

Forensic issues involved in the medical response influence
psychological responses and treatment options. Preservation of evidence
maximizes the possibility of the perpetrators’ being punished. The
perception that justice is ultimately served can have a very positive
psychological impact on those exposed and society. Some survivors may
be critical witnesses in future legal actions. This may have little
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consequence for immediate lifesaving care, but it might prompt the
selection of psychotropic drugs that minimally interfere with recall or
discourage the use of a technique, like hypnosis, that can potentially
damage the future credibility of a witness report.

Acute Intervention Following A Biological Attack

Rapid, accurate triage and effective treatment (or immunization) will
be the cornerstones of initial management (Table 2). Distinguishing
symptoms of hyperarousal from those of intoxication and infectious
disease prodromes will be crucial. The type of exposure and any lack of
complete information about the agent will increase uncertainty and the risk
of psychiatric morbidity. The risk for secondary psychological trauma
will increase if actions by leaders or helpers fail to provide a quick,
accurate diagnosis, a sensitive process for communicating the nature of the
risk, and a supportive environment for those exposed and their families.

Table 2. Psychiatric Intervention

Prevention of group panic
Careful, rapid medical evaluation and treatment
Avoidance of emotion-based responses
(eg, knee jerk quarantine)
Effective risk communication
Control of symptoms secondary to hyperarousal
Reassurance
Diazepamlike anxiolytics for acute relief, as indicated
Management of anger, fear, or both
Management of misattribution of somatic symptoms
Provision of respite as required
Restoration of an effective, useful social role
(perhaps as worker at triage site)
Return to usual sources of social supports in the community

An attitude of expectation that those with hyperarousal or
demoralization will soon return to normal activities should be conveyed.
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Patients should be moved out of the patient role as quickly as possible.
Diazepamlike anxiolytics may be helpful in reducing anxiety for patients
who do not respond to reassurance. The assignment of simple work tasks
that facilitate the care of other patients can help restore function to the
psychological casualties. The recovery environment should be
constructed to create a sense of safety and to counteract the helplessness
induced by the terrorist act.™

A well-organized, effective medical response contributes to the
creation of a supportive environment and accurate data for the at-risk
population. Individuals can assess their risk and determine the actions that
they can take to reduce the risk. ldeally, risk information should involve
dialogue. Dialogue lets the at-risk population define the information that
they need, and it enables the community leaders to assess their
effectiveness in communicating the appropriate data. Failure to provide a
public forum for information exchanges may actually increase anxiety and
misunderstanding and amplify health concerns since individuals will tend
to attribute autonomic symptoms to catastrophic illness. One consequence
of appraisal error may be disabling somatic complaints offered in a setting
where failure to find a medical or surgical disease is experienced as
stigmatizing and sadistic by the patients. In this situation, the patient’s life
may become focused on an unending search for an “acceptable”
diagnosis.** 12 13

Implications Of Psychological Reactions For The Medical System

Following a biological terrorist attack, physical injury, disruption of
daily communal routine, and increased use of public health facilities
could place overwhelming demands on the medical systems.** Feelings
of helplessness and hopelessness could be increased if the rescue and
postdisaster medical efforts appear to be failing.”® Angry, intense
competition for available but limited resources can generate even more
societal disruption and casualties. The belief that treatment will be
provided to some but not to others will contribute to the possibility of
social disruptions such as riot or panic. Panic will be a particular risk
when biological agents are used to threaten or to attack a sizable civilian
population.’® Demoralization can also be a response to the predicaments
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presented by a biological attack. Demoralized individuals often lose
their sense of social and group responsibilities and roles. If major
community institutions fail to provide protection, citizens can lose faith
in the ideological metaphors that bind the community together. In this
way, demoralization can increase isolation and feelings of hopelessness.
In this complex setting, some are likely to manifest psychiatric
symptoms. Given the stigma attached to psychiatric illness and the fact
that the individuals who manifest them are more likely to have been
injured and to have been exposed to multiple infectious, environmental,
and toxicological risks, the diagnostic and therapeutic dilemmas will be
quite difficult.” 8

Quarantine requires the development of a specialized environment
that will limit exposure to secondary infections. The creation of such an
environment may disrupt social supports that reduce the postexposure risk
of stress-induced disorders. It can create a situation characterized by
separation from friends and family, isolation, and a sense of
stigmatization. Prior planning can ensure that modern communication
technology (telephone, television, and computer Internet connection) can
be used to mitigate these untoward effects by providing ongoing contact
with families and others in the community outside quarantine. The
maintenance of contact between parents and children is particularly
important for the children. This may result in putting unexposed adult
caregivers in quarantine.

Additional stressors may arise from the mundane logistical demands
associated with managing mass contamination and infection. One of the
difficulties in the Japanese sarin attack was undressing patients and
disposing of their clothing.” Obtaining the necessary shower facilities for
a large number of exposed survivors may be problematic. The provision
of privacy and assurance of conventional modesty may have to be
sacrificed. It should not be forgotten that privacy and modesty are
important to maintaining an individual’s sense of control and autonomy.
The imposition of special requirements such as public bathing should be
accompanied by an explanation that attributes this undesirable demand to
the terrorist attacker.

Disaster responders and medical personnel also will have to contend
with their own psychological reactions. One of the terrorist’s goals is to
provoke intense emotions that interfere with the capacity of caregivers to
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react in a thoughtful, organized fashion. A biological attack using a highly
infectious and virulent organism (eg, anthrax), dispersed in a fine spray,
poses special stressors. Medical responders may be required to work in
protective clothing and masks (“moon suits”). This barrier protection will
make the care of patients more difficult and increase the risk of heat,
fatigue, and isolation stress for medical personnel.* % It will be important
to establish work-rest schedules and to limit the exposure of medical and
rescue personnel to the grotesque and the dead.

Planning And Preparation

Disaster plans for managing a biological attack must be developed
and realistic training provided to ensure effective response to an actual
terrorist event. These plans must assume that emotional and psychiatric
problems will occur in the unexposed population as well as the exposed.
The exercises should be carried out with sufficient realism, so that the
process of disrobing and showering is practiced in real time. Medical
responders will need training to recognize the symptoms of anxiety,
depression, and dissociation. It is critical that psychological responses be
managed in ways that facilitate the triage, diagnosis, and treatment of
those exposed or infected.”> Such plans need to include strategies for
prevention and mitigation of stress for survivors as well as for those
responding to the crisis and its consequences. Debriefing, commonly used
by emergency personnel following trauma, has been used to mitigate the
effects of severe stress and can be helpful in identifying individuals who
may need further assistance. Results from controlled studies of debriefing
are only now beginning to become available.”” ® These studies will help
clarify the role of intervention in the alleviation of pain, prevention of
disability, return to social involvement, and the prevention of disease.
Ironically, should a highly infectious agent be used, bringing people
together for a debriefing may be contraindicated. Perhaps “teledebriefing”
(analogous to telemedicine) is a technology that could be developed for
such situations.
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Communicating Risk To The Public

The communication of the risk to individuals following a
bacteriologic attack will critically affect how communities and individuals
respond.?* % % 27 2 The media coverage and behavior of public officials
can contribute to the stress and precipitate panic or demoralization,
particularly if inaccurate, confusing, or contradictory information is
provided to the public. Rumors must be anticipated, monitored, and
corrected with accurate information.” Any damage to public trust at the
beginning of the crisis ensures that distrust will continue throughout the
crisis. There are psychological and physiological costs attendant to the
loss of trust.

For example, the handling of information by officials and the media
during the release of nuclear radiation at Three Mile Island became a
major source of anxiety and stress for people living in the vicinity of the
nuclear facility. At Three Mile Island, there were no casualties or severely
injured individuals. The stress was fear and uncertainty about exposure to
excess radioactivity, loss of faith in local authorities and those managing
operations of the reactor, and financial uncertainties.” Baum followed
individuals at the Three Mile Island site and at 3 control sites for 10
years.”® He found evidence of chronic arousal as indicated by elevated
norepinephrine and epinephrine in some individuals.

Conclusion

Governmental and private agencies should develop detailed strategies
for responding to a biological terrorist attack that include consideration of
the psychological and social impact of such an attack. Inattention to the
phenomenon of terror and its consequences for individuals, institutions,
and society jeopardize the efficacy of disaster mitigation efforts. Leaders,
scientists, and the media should develop protocols covering a broad range
of scenarios that communicate accurate information about risk and
diminish rumors. These primary prevention efforts will be critical in
preventing panic and demoralization in the attacked community. The
possible forensic responsibilities of first responders should receive
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appropriate consideration when collecting data and preparing for future
action that will determine responsibility for the attack.

Realistic training for biological attacks should include the probability
of large numbers of psychological casualties. Training exercises should
be designed to test cooperation and coordination between organizations as
well as test first responders and hospital staff. Hospital accrediting bodies
should encourage medical facilities to incorporate biological scenarios into
their annual training.

Planning and preparation for biological attacks and their attendant
psychological consequences can diminish the terrorists’ ability to achieve
their overall goal the induction of terror. Education of the public and
institutional preparedness can mitigate the horror of terrorism. The media
could play an active prevention role by realistically educating the public
about the impact of terrorist attacks with biological weapons. Such
preparation efforts should be given high priority.
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