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HOMELAND SECURITY:  PROTECT, PREVENT, AND RECOVER

 Air War College Core Elective

Quarter 2, Academic Year 2003-2004

Course# 6548

INTRODUCTION:  The purpose of this course is to look at the threats to the United States homeland, its vulnerabilities, and the actors, organizational structures, plans, policies, programs and resources required to defend the country against such threats.  We are now in an era when mass casualty weapons make it possible for single individuals or small groups to inflict the kind of damage on societies that was once only within the capabilities of countries and governments.  Given this asymmetric threat, Homeland Security is the nation’s top priority and essential to ensure safety against terrorists armed with mass casualty capabilities and capable of infiltrating our homeland.

      The Al Qaeda attacks on the World Trade Center towers and the Pentagon on September 11th, the subsequent anthrax attacks, and the ongoing war on terrorism all underline the need for greater protection of the American homeland.  

SPONSORSHIP: The USAF Counterproliferation Center has funded the field studies trip and the books for this course. Texts for this course will be issued through the USAF Counterproliferation Center in building 1450.  Students will be able to keep all texts for their personal library unless otherwise indicated by the instructor.

COURSE METHODOLOGIES:  A combination of focused discussions, a rigorous field studies trip, lectures, films, guest speakers, comprehensive readings, and two homeland security assignments will culminate in a better understanding of the nation’s quest to secure the homeland.  The field studies trip will offer a once in a lifetime opportunity and will include return travel on a Saturday.  Individuals will be in TDY status during the field studies trip.

ASSIGNMENTS:  Course requirements include reading assignments for each instructional period, a homeland security research paper, and a 15-minute presentation with annotated bibliography.  Reading assignments for each instructional period are designed to compliment but not repeat the material presented in each session.  Students are encouraged to use their homeland security writing assignment as a basis for their AWC Professional Studies Paper.

COURSE GRADE:

a.  Participate in class including instruction period discussion on required readings.  (20 percent of the grade)

b.  Research and write a well reasoned, informed, and documented paper on a Homeland Security challenge and provide solutions—confirm topic with Col Ritz.  Provide at least 10 double spaced pages, not including footnotes and cover page—12 point, one-inch margins, Times New Roman—reference format example.  Place an electronic copy in the respective common folder on the M: drive located at M:\Electives-AY04\Homeland Security--Protect, Prevent, and Recover\Student Papers. (40 percent of the grade)

c.  Provide a 15-minute class presentation with PowerPoint slides on a subject related to the course picked by the student in consultation with Col Ritz.  Provide an annotated bibliography with 2-3 paragraph summaries and evaluations of 7+ sources discovered in your research.  These are to be typed and doubled spaced.  Place an electronic copy in the respective common folder on the M: drive located at M:\Electives-AY04\Homeland Security--Protect, Prevent, and Recover\Student Presentations and M:\Electives-AY04\Homeland Security--Protect, Prevent, and Recover\Student Annotated Bibliographies respectively. (40 percent of the grade)  
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Books:  Assigned, Suggested, and Related Readings
	Peter S. Probst, “Terrorism Overview,” in Thomas W. Frazier and Drew C. Richardson et al, Food and Agricultural Security. (New York, NY:  The New York Academy of Sciences, 1999), pp. 154-158.



	Sharon A. Watson, “The Changing Biological Warfare Threat Anti-Crop and Anti-Animal Agents,” in Thomas W. Frazier and Drew C. Richardson et al, Food and Agricultural Security. (New York, NY:  The New York Academy of Sciences, 1999), pp. 159-163.



	Michael V. Dunn, “The Threat of Bioterrorism to U.S. Agriculture,” in Thomas W. Frazier and Drew C. Richardson et al, Food and Agricultural Security. (New York, NY:  The New York Academy of Sciences, 1999), pp. 184-188.



	David D. Franz, “Foreign Animal Disease Agents as Weapons in Biological Warfare,” in Thomas W. Frazier and Drew C. Richardson et al, Food and Agricultural Security. (New York, NY:  The New York Academy of Sciences, 1999), pp. 100-104.



	David L. Huxsoll, “Tools and Methods of Protection of Targets and Infrastructures Associated with Food and Agriculture Industries,” in Thomas W. Frazier and Drew C. Richardson et al, Food and Agricultural Security. (New York, NY:  The New York Academy of Sciences, 1999), pp. 105-107.



	Barry R. Schneider, Future War and Counterproliferation: U.S. Military Responses to NBC Proliferation Threats. (Westport, CT: Praeger Publishers, 1999), pp. 1-41.

	The Worldwide Biological Warfare Weapons Threat. – Unclassified/For Official Use Only, pp. 1-16.

	Dorothy E. Denning, Information Warfare and Security. (New York: ACM Press, 1999).

	United States Department of State, Patterns of Global Terrorism 2002, (April 2003), pp. XI and 1-64.

	Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz, Eds, Medical Aspects of Chemical and Biological Warfare. (Office of the Surgeon General, US Army, 1997), pp. 111 – 126, 451 – 464.



	The Worldwide Biological Warfare Weapons Threat – Unclassified/For Official Use Only, pp. 21 – 34.

	Department of Homeland Security, National Response Plan, Initial Plan. (May 15, 2003), pp. 1-5, 16-37.

	Dan Verton, Black Ice, The Invisible Threat of Cyber-Terrorism. (McGraw-Hill Osborne Media, August 19, 2003).

	CB 2010 Study: Executive Report and Conclusions, USAF, 1997.



	CIA, The Chemical and Biological Warfare Threat, 1997, pp. 1-54.

	C. J. Peters, Virus Hunter: Thirty Years of Battling Hot Viruses Around the World. (New York, Anchor Books Doubleday, 1997), AUL Call number: 616.019 W723v.

	Robert T. Thetford, A Survey of Terrorism, 2003 Edition (Montgomery, Institute for Criminal Justice Education, Inc., 2003), pages 3-17, 22-27, and 41-66.

	Frank Burkett, Armageddon in Tokyo.

	Hays, et. Al., Countering the Proliferation and Use of Weapons of Mass Destruction, “Counterforce”.

	Malcolm Dando, Biological Weapons in the 21st Century: Biotechnology and the Proliferation of Biological Weapons. (New York: Brassey’s 1994).

	Michael Barletta, “Chemical Weapons in the Sudan: Allegations and Evidence,”  The Nonproliferation Review, Fall 1998, Volume 6, Number 1.

	Peter Williams and David Wallace, Unit 731:Japan’s Secret biological Warfare in WW II. (New York: The Free Press, 1989).

	The New Face of War, Super-Terrorism.

	Tom Mangold and Jeff Goldberg, Plague Wars. (Macmillan Publishers Ltd., 2000).

	Lawrence Hogan, Terrorism. (Amlex Inc., 2001).

	Department of Defense Study and Report to Congress July 2003, The DoD Role in Homeland Security, 17 pages.



	The National Strategy for Homeland Security.

	The National Strategy for The Physical Protection of Critical Infrastructure and Key Assets.

	The National Strategy to Secure Cyberspace.


Suggested Websites

Most sites below can be accessed through the USAF Counterproliferation Center’s Homepage at http://www/au/awc/awcgate/awc-cps.htm
1. U.S. Army Program Manager for Chemical Demilitarization http://www-pmcd.apgea.army.mil/default.asp?menu_text.asp&title_text.asp&home.asp
2. OSD CP Office- - http://www.acq.osd.mil/cp/
3. NDU CP Center- - http://www.ndu.edu/centercounter/index.htm
4.  OSD Counterproliferation- -http://www.acq.osd.mil/cp/main.htm

5.
Chemical and Biological Defense Information Analysis Center 

http://www.cbiac.apgea.army.mil
6. Monterey Center for International Studies- - http://cns.miis.edu/research/cbw/
7.  Medical Case Study- -http://www.nbc-med.org/csjapan.html http://www.nbc- med.org/ie40/Default.html
7. Centers for Disease Control- - http://www.cdc.gov/
8. BTWC- - http://www.brad.ac.uk/acad/sbtwc/prgeneva/bw-prgeneva.htm
9. Sandia Labs, Cooperative Monitoring Center http://www.cmc.sandia.gov

10. OPCW- -http://www.opcw.nl/info.htm

11. SAFE- -(Safeguarding America for Everyone) Foundation

http://www.safefoundation.org
12. Center for Nonproliferation Studies (Monterey Institute of International Studies) http://cns.miis.edu/
13.
Cybercrime, Infowar, Infosecurity http://www.cs.georgetown.edu/~denning/infosec/
14.
Federation of American Scientists Intelligence Resource Program http://fas.org/irp/threat/
15.
Ballistic Missile Defense Organization Links http://www.acq.osd.mil/bmdo/bmdolink/html/bmdolink.html
16.
White house Homepage http://www.whitehouse.gov/news/
17.
Southern Poverty Law Center http://www.splcenter.org/intelligenceproject/ip-index.html
18.
CDC (Emerging Infectious Disease):  http://www.cdc.gov/ncidod/eid/index.htm
19.
CDC (Bioterrorism Preparedness and Response): http://www.bt.cdc.gov/
20.
Civil Support Teams (WMD):  http://www.defenselink.mil/specials/destruction/
21.
Dept of State (Office of the Coordinator for Counterterrorism): http://www.state.gov/www/global/terrorism/index.html
22.
DOE: Nevada Test Site: http://www.nv.doe.gov/
23.
FBI: www.fbi.gov
24.
FEMA:   http://www.fema.gov/
25.
Monterey Institute: http://cns.miis.edu/research/cbw/domestic.htm
26.
The U.S.Public Health Service Noble Training Center: http://www.oep-ndms.dhhs.gov/CT_Program/Noble_Training_Center/noble_training_center.html
27.
Texas Engineering Extension Service: http://teexweb.tamu.edu/
28.
USAMRIID: http://www.usamriid.army.mil/
29.
AVMA Disaster Preparedness and Response Program: http://www.avma.org/vmat/default.asp
30.
USMC CBIRF http://www.hqmc.usmc.mil/poswebpage.nsf
31.
Office of Domestic Preparedness:  http://www.ojp.usdoj.gov/odp/
32.
VMATS: http://www.avma.org/vmat/default.asp
        http://www.oep-ndms.dhhs.gov/NDMS/About_Teams/about_teams.html#vmat
33.
NMRTs:  http://www.oep-ndms.dhhs.gov/CT_Program/NMRTs/nmrts.html
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CLASS SCHEDULE (AY03-04)

	
	Date
	
	Title
	Speaker
	Required Readings
	Suggested Readings

	1
	
	Tues
	Course Overview  

Homeland Security—Past, Present, and Future—A Glimpse at the Nation’s Threats, Vulnerabilities, and Solutions


	Col Ritz

Maj Chris Whitmire

Mr. Patrick Ellis


	“National Strategy for Homeland Security” Pages vii-xiii, 1-45 (Reader).

Available from

http://www.whitehouse.gov/homeland/book/nat_strat_hls.pdf

	

	2
	
	Thur
	Domestic Terrorist Threat—Far Left Environmental Groups to Extreme Right Hate Groups

Legal Reform


	Mr. Robert Thetford
	A Survey of Terrorism. 2003 Edition by Robert T. Thetford, pages (3-17), (22-27), (41-66).


	“Discounting Hate.” Available from http://www.splcenter.org/intelligenceproject/ip-index.html
11 pages (Reader).

Note:  Select SEARCH and insert Discounting Hate



	3
	
	Tues
	State/Non-State Terrorist Threats
A World View
	Dr. Barry Schneider
	Patterns of Global Terrorism 2002, United States Department of State, April 2003, pages XI, (1-64).
	Barry R. Schneider, Future War and Counterproliferation: U.S. Military Responses to NBC Proliferation Threats (Westport, CT: Praeger Publishers, 1999).  (State Sponsors of Terrorism, Chapters1-2, pp. 1-41). (Book)




	4
	
	Thur
	Critical Infrastructure Threats

Food

Water

Agriculture

	Dr. Neville P. Clarke

Director, Institute for  Countermeasures Against Agricultural Bioterrorism The Agriculture Program Texas A&M


	“National Strategy for The Physical Protection of Critical Infrastructure and Key Assets” Executive Summary (Reader).

Peter Chalk, “THREAT PANEL:  The Threat Beyond 2000—The Agroterrorism Threat” (presented at Bioterrorism:  Homeland Defense Symposium, Santa Monica, Calif., 8 Feb 2000). Available from http://www.rand.org/nsrd/bioterr/chalk.htm 17 pages. (Reader).


	Jim A. Davis and Barry R. Schneider, The Gathering Biological Warfare Storm, Air University Press, April 2002, Pages 9-33.

David D. Franz, “Foreign Animal Disease Agents as Weapons in Biological Warfare,” in Thomas W. Frazier and Drew C. Richardson et al, Food and Agricultural Security. (New York, NY:  The New York Academy of Sciences, 1999) pages 100-107, 154-163, 184-188.



	5
	
	Tues
	Air Force National Security Emergency Preparedness Mission

Military Civil Support

Discuss Field Trip and Research Paper Topics


	Mr. Michael Studdard

Col Ritz

Maj Whitmire
	House Armed Services Committee Statement of Major General Randall M. Schmidt, Assistant Deputy Chief of Staff, Air & Space Operations (Reader). 

http://www.house.gov/hasc/openingstatementsandpressreleases/107thcongress/02-07-11schmidt.html
Air Force National Security Emergency Preparedness Mission Statement (Reader).

http://www.globalsecurity.org/military/agency/usaf/afnsep.htm

	

	6
	
	Wed
	Field Trip to New Orleans and Baton Rouge, LA

Coast Guard—Homeland Security Mission; U.S. Customs—Mission and Port Security Issues; Louisiana State Office of Emergency Preparedness—State Homeland Security Initiatives, Critical Infrastructure Protection, and Nuclear Power Plant Security; 62nd WMD Civil Support Team—Capabilities and Posse Comitatus Constraints; Dept of Justice Academy of Counter-Terrorist Education—Bio-Terror, Anti-Terror, WMD Response, First Responder Training Initiatives, and Public Health Considerations; National Center for Biomedical Research and Training—Bio-Level 3 Lab Tour
	Col Ritz

Maj Chris Whitmire

Mr. Patrick Ellis
	 Statement of Robert C. Bonner Commissioner of the Customs and Border Protection Bureau House Appropriations Committee Subcommittee on Homeland Security 

available from

http://www.customs.ustreas.gov/xp/cgov/newsroom/commissioner/speeches_statements/apr032003.xml
“America’s Homeland Security… It’s Our Job Everyday”  (US Coast Guard) 

available from

http://www.uscg.mil/news/homeland_security/homeland_security.htm
Katherine McIntire Peters, “Seeking Safe Harbor”, GovExec, 1March 2002. (Reader).

http://207.27.3.29/features/0302/0302s3.htm
BACKGROUNDER, “U.S. Customs Service:  Combating The Threat of Nuclear Smuggling at Home and Abroad” (Reader).

http://www.customs.ustreas.gov/news/safeguarding/combating.htm

	Statement of TSA Administrator Adm. James M. Loy Before the Senate Appropriations Subcommittee On Homeland Security

available from

http://www.tsa.gov/public/display?theme=47&content=405


	7
	
	Mon
	Cyber Terrorism


	Mr. Dan Verton


	Black Ice by Dan Verton, pages to be assigned. 

“The National Strategy to Secure Cyberspace” Executive Summary

available from

http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf

	Dorothy E. Denning, “Cyberterrorism” 24 August 2000. Available from

http://www.cs.georgetown.edu/~denning/infosec/cyberterror-GD.doc


	8
	
	Thur 
	Emergency Preparedness & Response
FEMA:  New Roles, Tasks, and Missions for Homeland Security
	Mr. Shelley Boone, Deputy Director, Office of National Preparedness and Chief, Program Coordination Branch for FEMA Region 4 


	National Response Plan, May 2003, Basic Plan, pp 1-5, 16-37 (Booklet).

Falkenrath, Richard C. “Problems of Preparedness, US Readiness for a Domestic Terrorist Attack” 27 pages. (Reader).


	Federal Response Plan, April 1999.

Shining Light on “DARK WINTER” available at 

http://www.journals.uchicago.edu/CID/journal/issues/v34n7/020165/020165.html

	9
	
	Tues
	The Department of Homeland Security—Sculpturing and Implementing the Homeland Security Mission  

Results Thus Far

National Response Plan

National Incident Management System


	SES 6 Bob Stephan 

	National Strategy For Homeland Security, pages 47-69. (Reader).

Fourth Annual Report of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction (the Gilmore Commission), Executive Summary available at

http://www.rand.org/nsrd/terrpanel/terror4.pdf
 
	Department of Transportation Statement of Captain William G. Schubert Maritime Administrator Before The House Subcommittee On National Security, Veterans Affairs, and International Relations Of The Committee On Government Reform Homeland Security:  Protecting Strategic ports, 23 July 2002

http://199.79.179.73/tabula/test/Schubert4.htm

	10
	
	Thur
	Northern Command

Roles and Missions

	Col Mike Shanahan

	Chairman of The Joint Chiefs of Staff Ltr dated 7 March 02, Subject:  Terms of Reference for Establishing US Northern Command (Reader).

Air Force Link:  U.S. Northern Command setup becomes clear (See Reader). 

Department of Defense Study and Report to Congress July 2003, The DoD Role in Homeland Security, 17 Pages (Reader).


	 U.S. Northern Command Homepage

http://www.northcom.mil/
 

	11
	
	Tues
	Student Presentations on Research Paper
Research Paper Due 


	Col Ritz

Maj Whitmire

Mr. Ellis
	
	

	12
	
	Tues
	Intelligence, Law Enforcement, and Terrorism—Legal Reform, Civil Liberties, and Information Sharing in Today’s Asymmetric Terrorist Environment
	Maj Gen Michael Dunlavey
	Charles Doyle, “The USA Patriot Act: A Sketch”, CRS Report To Congress, 18 April 2002 (See reader).

www.fas.org/irp/crs/RS21203.pdf
Jeffery Nowitz, “Combating Terrorism:  With a Helmet or a Badge?” August 2002

available at 


http://www.homelandsecurity.org/journal/articles/norwitz.html

	

	13
	
	Thur
	Student Presentations on Research Paper
	Col Ritz

Maj Whitmire

Mr. Ellis


	
	

	14
	
	Tues
	National Medical Response


	Col (Dr.) Richard Hersack, Command Surgeon Air Force Reserve Center 


	Donna Knutson, Washington FAX, dated September 2001 (Reader).
	

	15
	
	Thur
	Student Presentations on Research Paper
	Col Ritz

Maj Whitmire

Mr. Ellis


	
	


