SEARCH AND SEIZURE UNDER MILITARY LAW

Major Renee Bennett
Air Force Judge Advocate General School
September 2002

SAMPLES OF BEHAVIOR

1.  
Explain the application of the Fourth Amendment to military search and seizure.

2.  
Summarize the guidelines and procedures relevant to probable cause search authorization.

3.  
Distinguish those searches that do not require probable cause.

4.  
Paraphrase the rules relating to body views and intrusions.   

5.  
Explain when individuals and evidence may properly be seized.

6.  
Describe the parameters of inspections and inventories.

7.  
Summarize the exclusionary rule and its exceptions.
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I.  INTRODUCTION:

A.  Sources of Search and Seizure Law in the Military:

1.  The Fourth Amendment. 

2.  Supreme Court Case Law. 

3.  Military Rules of Evidence.  The Mil. R. Evid. are part of the Manual for Courts-Martial (MCM) which is an Executive Order promulgated by the President as Commander-in-Chief.  As a result, it is legally subordinate to both the Constitution and the UCMJ.

a.  Mil. R. Evid. 311-Evidence Obtained from Unlawful Searches and Seizures 

b.  Mil. R. Evid. 312-Bodily Views and Intrusions 

c.  Mil. R. Evid. 313-Inspections and Inventories 

d.  Mil. R. Evid. 314-Searches Not Requiring Probable Cause 

e.  Mil. R. Evid. 315-Probable Cause Searches 

f.  Mil. R. Evid. 316-Seizures 

g.  Mil. R. Evid. 317-Interception of Wire and Oral Communications 

4.  Military Case Law (See Military Justice Reporter, West Key Numbers 1044-1085).

5.  Federal Case Law. 
     B.  Secondary Sources: 

1. Military Rules of Evidence Manual 

2. Appellate Update (JAJG online)

3. Trial Counsel Deskbook (JAJG online)

II.  THE FOURTH AMENDMENT:

A.  “The right of the people to be secure in their persons, houses, papers and effects, against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.  U.S. Const. Amend. IV.”
B.  Application to the Military

1.  “The protections of the Fourth Amendment and, indeed, the entire Bill of Rights, are applicable to the men and women serving in the military services of the United States unless expressly, or by implication, they are made inapplicable.”  United States v. Ezell, 6 M.J. 307 (C.M.A. 1979).  

2.   It is a time honored precedent of this Court that a service member possesses a Fourth Amendment right to protection against unreasonable searches and seizures.  United States v. Stuckey, 10 M.J. 347 (C.M.A. 1981).  This is not to say, however, that in its application the Fourth Amendment does not take into account the exigencies of military necessity and unique conditions that may exist within the military society.  United States v. Middleton, 10 M.J. 123 (C.M.A. 1981)(expectation of privacy in the military may be greatly diminished).  

3.   A military commander's power to authorize searches is independent of the Warrant Clause of the Fourth Amendment.  As a result, a probable cause search authorization issued by a military commander need not be supported by the oath or affirmation requirement of the Fourth Amendment.  United States v. Stuckey, 10 M.J. 347 (C.M.A. 1981).

C. Analysis of Fourth Amendment Issues:


1.  Does the accused have a reasonable expectation of privacy/Was it a search? 


a. Does the person have an actual (subjective) expectation of privacy;  


b. Is such expectation one which society is prepared to recognize as reasonable (objective); and 
c. Is the accused asserting a violation of his own Fourth Amendment rights or is he attempting to vicariously assert someone else’s rights? 



2.  Was there significant government involvement in obtaining the evidence? 



3.  Was the search reasonable?    
  

4.  Were the substantive requirements met? 

a. Was the evidence lawfully seized upon execution of a properly obtained search authorization?

b. If not, can the search/seizure be justified under an exception to the search authorization requirement? 


5.  If not, is there a reason the exclusionary rule should not be invoked? 

III.  EXPECTATION OF PRIVACY.

A. An individual has a reasonable expectation of privacy if he has an actual (subjective) expectation of privacy and that expectation is one which society is prepared to recognize as reasonable (objective).  Katz v. United States, 389 U.S. 347 (1967).  

1. Generally.

a.   Implicit promises or contractual guarantees of privacy by commercial entities do not guarantee a constitutional expectation of privacy for purposes of determining the validity of a search. United States v. Maxwell, 45 M.J. 406 (1996).  

b.   Due to the unique nature of military society, the expectation of privacy in the military may be greatly diminished. United States v. Middleton, 10 M.J. 123 (C.M.A. 1981).  

2.   Property Exposed to the Public.  What a person knowingly exposes to the public, even in his own home or office, is not a subject of Fourth Amendment protection. Katz v. United States, 389 U.S. 347 (1967); United States v. Owens, 51 M.J. 204 (1999)(not a search to look into an automobile through a window or open door); United States v. Wisniewski, 21 M.J. 370 (C.M.A. 1986), cert. denied, 476 U.S. 1160 (1986)(looking through a tiny crack in the venetian blinds from a common walkway was not a search); United States v. Sanford, 12 M.J. 170 (C.M.A. 1981)(it is lawful to observe a transaction in a public area from window of barracks room); United States v. Repp, 23 M.J. 589 (A.F.C.M.R. 1986)(no reasonable expectation of privacy in forearms routinely exposed to  public view).

3.   Common Areas.  No reasonable expectation of privacy exists in areas of common access.  United States v. Alexander, 34 M.J. 121 (C.M.A. 1991)(use of drug detection dog in common area outside dorm room is not a search);  United States v. Battles, 25 M.J. 58 (C.M.A. 1987)(no reasonable expectation of privacy existed in an open box in berthing area shared by 60 service members);  United States v. Portt, 21 M.J. 333 (C.M.A. 1986)(no reasonable expectation of privacy in unlocked locker in common work area); United States v Grosskreutz, 5 M.J. 344 (C.M.A. 1978)(use of drug detection dogs in a parking lot to monitor the surrounding air spaces does not violate the Fourth Amendment); United States v. Baker, 14 M.J. 602 (A.F.C.M.R. 1980)(no reasonable expectation of privacy in hallway of large apartment building even though property had controlled access). 

     4.  Abandoned Property.  No reasonable expectation of privacy in abandoned property.  

a. Search of garbage left outside the curtilage does not infringe upon any reasonable expectation of privacy even if left in opaque bags by an individual who believed they were protected.  That expectation is not one society will recognize.  California v. Greenwood, 486 U.S. 35 (1988).

b. Accused who discarded heroin, after being informed of contraband check at entry gate, abandoned the drugs.  United States v. Harper, 8 M.J. 708 (A.C.M.R. 1979). However, the accused retains a privacy interest in property discarded as a result of unlawful government activity.  United States v. Robinson, 6 M.J. 109 (C.M.A. 1979).  

c. The denial of ownership waives any expectation of privacy.  United States v. Sanford, 12 M.J. 170 (C.M.A. 1981).

d. There was no reasonable expectation of privacy in blood stains found in quarters accused was clearing where accused had removed majority of belongings, lived elsewhere, surrendered keys to cleaning team, and took no action to protect remnants left behind.  United States v. Ayala, 26 M.J. 190 (C.M.A. 1988).

5.  Aerial Observation.  

a. Observation of a fenced-in marijuana greenhouse from a hovering helicopter is not a search.  Florida v. Riley, 488 U.S. 445 (1989); California v. Ciraolo, 476 U.S. 207 (1986)(observation of a fenced-in marijuana plot from an airplane not a search).  

b. Enhanced aerial photography of an industrial complex upheld.  However, the Supreme Court noted the importance of the fact it was an industrial complex and not in the immediate area of a private home where privacy expectations are heightened.  Dow Chemical Company v. United States, 476 U.S. 227 (1986).

6.  Curtilage.  In determining whether an area is curtilage, consider whether the area is close to the residence, was included within the enclosure surrounding the residence, the nature of the uses of the area, and whether the resident took steps to exclude the public from viewing the area.  United States v. Dunn, 480 U.S. 294 (1987).

a. The Fourth Amendment protects not only the interior of the home but also the land “immediately adjacent” to it.  Looking into a window from an area where the accused has a reasonable expectation of privacy is a search.  United States v. Kaliski, 37 M.J. 105 (C.M.A. 1993)(police looking through 10 inch gap in curtains from the patio of BOQ duplex was an unlawful search).  

b. The expectation of privacy in curtilage is not unlimited.  United States v. Myers, 13 M.J. 951 (A.F.C.M.R.  1982)(reasonable for officers to retrieve bag of drugs that was thrown into fenced back yard).  Also, there is no violation of reasonable expectation of privacy by presence in common areas outside a home or by looking into the home from those common areas.  United States v. Wisniewski, 21 M.J. 370 (C.M.A. 1986), cert. denied, 476 U.S. 1160 (1986)(looking through a tiny crack in the venetian blinds from a common walkway was not a search); United States v. Guillen, 14 M.J. 518 (A.F.C.M.R. 1982)(bringing drug dog to accused’s door in multifamily building via public walkway lawful).      

7.  Property Transferred to Third Parties.  Where a person turns over his property to a third party without taking steps to preserve his privacy, he reasonably risks its exposure to the public and police.  Rawlings v. Kentucky, 448 U.S. 98 (1980); United States v. Payner, 447 U.S. 727 (1980).   

a. A member can challenge a search of property transferred to a third party if he took actual precautions to insure his expectation of privacy and society is prepared to recognize that expectation as reasonable.  United States v. Sanford, 12 M.J. 170 (C.M.A. 1981)(no reasonable expectation of privacy where accused made a hurried, gratuitous bailment in plain view of law enforcement officers despite the fact it was a closed pouch and the drugs were wrapped in tin foil).  

b. No expectation of privacy exists in a former residence where occupant had already delivered keys to cleaners.  United States v. Ayala, 26 M.J. 190 (C.M.A. 1988).

c. No expectation of privacy exists in third party's gymnasium locker, which accused was not authorized to use, despite fact that accused secured locker with his own lock.  United States v. Britton, 33 M.J. 200 (C.M.A. 1991).

d. No expectation of privacy exists in household goods voluntarily surrendered by accused to a government contract carrier when unpackaged items are viewed by Air Force security police within carrier's truck at moving company's premises.  United States v. Visser, 40 M.J. 86 (C.M.A. 1994).

e. No reasonable expectation of privacy in bank records and suppression was not an appropriate remedy for obtaining evidence from financial institution in violation of the Right to Financial Privacy Act.  United States v. Wooten, 34 M.J. 141 (C.M.A. 1992).

f. There is a limited expectation of privacy in e-mails sent or received through an Internet Access Provider.  United States v. Maxwell, 45 M.J. 406 (1996).  There is also some privacy interest in transactional computer records.  United States v. Allen, 53 M.J. 402 (2000).

g.  
No reasonable expectation of privacy with respect to telephone conversations overheard with the consent of one of the parties.  United States v. Parrillo, 34 M.J. 112 (C.M.A. 1991).

8.  Presence on Property Belonging to Third Parties.  

a. Status as an overnight guest was alone sufficient to show that he had an expectation of privacy (subjective expectation) in the home where he was a guest, and society is prepared to recognize that expectation of privacy as reasonable.  Minnesota v. Olson, 495 U.S. 91 (1990); United States v. Salazar, 44 M.J. 464 

 (1996)(service member who had lived with his brother and sister-in-law for only a week may have had a reasonable expectation of privacy in certain areas within the house).  

b. In contrast, an individual who was at a third-party’s residence for a matter of hours for business purposes did not have standing to object to a search.  Minnesota v. Carter, 525 U.S. 88 (1998).  In Carter, the Supreme Court noted the individual had not been accepted into the household and the expectation of privacy is reduced in a commercial setting.

B. Government Property. A person does not have a reasonable expectation of privacy in government property that is not issued for personal use.  A reasonable expectation of privacy does exist in personal use items such as a foot locker or wall locker.  In other words, the Fourth Amendment doesn't apply to searches of government property unless an "adequate interest" is shown.  Mil. R. Evid. 314(d) and 316(d)(3).  

1.  Barracks Rooms.  There is a reduced expectation of privacy in dormitory or barracks rooms.  United States v. McCarthy, 38 M.J. 398 (C.M.A. 1993)(officers could enter barracks room to apprehend accused); United States v. Curry, 46 M.J. 733 (N.M.Ct.Crim.App. 1997), aff’d, 48 M.J. 115 (1998), cert. denied, 525 U.S. 1102 (1999)(observation through a gap at the top of curtains from a public sidewalk and without physical intrusion was not a search.  The fact the officers looked from a height from which the public would not regularly be expected to look was not dispositive because a dorm room is not a home or curtilage and has a reduced expectation of privacy).  Both cases provide a detailed discussion of expectation of privacy in a barracks/dorm.
a. The expectation of privacy does not extend to observations made from public or common areas.  United States v. Alexander, 34 M.J. 121 (C.M.A. 1991)(use of drug detection dog in common area outside dorm room is not a search);  United States v. Wisniewski, 21 M.J. 370 (C.M.A. 1986), cert. denied, 476 U.S. 1160 (1986)(looking through gap in blinds from common hallway lawful); United States v. Lewis, 11 M.J. 188 (C.M.A. 1981) (no reasonable expectation of privacy in a barracks room when a sergeant who was trying to find accused to give him a duty assignment knocked on barracks room door, received no response but heard voices, and then went outside and looked in barracks window); United States v. Curry, 46 M.J. 733 (N.M.Ct.Crim.App. 1997), aff’d, 48 M.J. 115 (1998), cert. denied, 525 U.S. 1102 (1999)(valid observation despite the fact the officer had to climb up well above eye level to make the observation).     

b.   Members retain an expectation of privacy in dorm rooms outside the time of inspections even it they are subject to daily health-and-comfort inspections.  United States v. Thatcher, 28 M.J. 20 (C.M.A. 1989). 

2.   Government Quarters.  The Fourth Amendment protects citizens from unreasonable governmental intrusions into their homes.  Military law recognized a privacy right in government quarters.  United States v. Kaliski, 37 M.J. 105 (C.M.A. 1993)(investigators violated accused’s reasonable expectation of privacy by looking into BOQ from the adjacent patio).  See also, Section III., A., 3, 4, 5, 7, & 9.

3.   Government Office.  The accused, at best, has a reduced expectation of privacy in a government office.  United States v. Tanksley, 54 M.J. 169 (2000).  In Tanksley, the accused had exclusive use of the government office.  He left a document open on his computer screen when he was called away from his office.  He closed but did not lock the door.  When an officer later entered the office to secure the accused’s belongings because he had been placed in pretrial confinement, the officer found the document.  The court noted the reduced expectation of privacy in a government office and held the accused had forfeited any expectation of privacy by leaving the document in plain view on his computer screen in an unsecured room.  See also, United States v. Barrett, 11 M.J. 628 (A.F.C.M.R. 1981)(individual working in bomber alert facility retains no expectation of privacy due to security and mission requirements).

 4.  Government Telephone.  No expectation of privacy exists in conversation conducted on a government telephone with six extensions.  Accused's statements overheard by first sergeant on a separate extension were admissible.  United States v. Sturdivant, 13 M.J. 323 (C.M.A. 1982).  

5.  Government Desk.  Public employees have a limited expectation of privacy in the workplace.  O’Connor v. Ortega, 480 U.S. 709 (1987)(doctor had expectation of privacy where he did not share his desk or file cabinets, had occupied the office for 17 years, keep personal papers and effects in his desk, did not keep official files in his office, and employer had no policy discouraging employees from keeping personal belongings in their desks or file cabinets).  

a. The fact that a desk or credenza is government-owned does not automatically exclude the possibility of the accused having a legitimate expectation of privacy.  United States v. Muniz, 23 M.J. 201 (C.M.A. 1971)(reasonable for commander to open and search locked drawer in an attempt to locate accused).  Ownership does, however, play a significant role in the expectation of privacy society is willing to regard as reasonable.  Id.  A member has a minimal expectation of privacy with regard to his commander because the desk is subject to inspection at a moment’s notice.  Id.  

b. Scope of the expectation of privacy depends in part on the demands of the workplace and its openness to employees and the public.  United States v. Battles, 25 M.J. 58 (C.M.A. 1987).

c. No expectation of privacy in a government-owned desk where accused was ordered to keep the desk unlocked and to remove personal items, several others had keys to the office, the desk was used by other people, and the desk was subject to inspection at any time.  United States v. Craig, 32 M.J. 614 (A.C.M.R. 1991).  

6. Government Lockers.  The expectation of privacy in a locker will depend on the type of locker and whether it is issued for storing personal possessions.

a. Accused has no reasonable expectation of privacy in squadron locker from intrusion by his squadron commander seeking squadron property.  United States v. Neal, 41 M.J. 855 (A.F.C.M.R. 1994); see also, United States v. Portt, 21 M.J. 333 (C.M.A. 1986)(no expectation of privacy exists in an unlocked locker located in common work area).

b. There is no expectation of privacy in a locker not assigned to accused despite the fact he placed a lock on it and the individual to whom the locker was assigned had not used the locker in five months. United States v. Britton, 33 M.J. 238 (1991).  

c. Wall and floor lockers in living quarters issued for the purpose of storing personal possessions normally are issued for personal use, but the determination as to whether the person has a reasonable expectation of privacy in government property issued for personal use depends on the facts and circumstances at the time of the search.  Mil. R. Evid. 314(d).    

d.  A roommate can consent to the search of a shared locker.  United States v. Neal, 41 M.J. 855 (A.F.Ct.Crim.App. 1994).

7.  Issued Government Equipment.  A search of a government briefcase used for official duty was proper.  United States v. McClelland, 49 C.M.R. 557 (A.C.M.R. 1974).  A search of a government issued equipment bag used to transport personal effects was deemed improper because the accused had a reasonable expectation of privacy in the bag under the circumstances.  United States v. Bowles, 7 M.J. 735 (A.F.C.M.R. 1979).  

8.  Government Vehicle.  No reasonable expectation of privacy was held to exist in a government van.  United States v. Whalen, 15 M.J. 872 (A.C.M.R. 1983).

9.  Government Computers.  See attached guidance from HQ AFOSI/JA.  

a.  Electronic mail.  No reasonable expectation of privacy in e-mail residing on computer system maintained by the Air Force, at least from persons charged with maintaining the system.  United States v. Monroe, 52 M.J.326 (2000)(LAN administrator opened e-mails to determine why they were “stuck” in the system and found pornographic material). 

      Note: AFI 33-119, para. 2.7.4 allows e-mail administrators (typically System or Workgroup Administrators or Network Managers) "when directed by the commander authorized to do so, [to] periodically inspect stored communications to ensure compliance with Air Force E-mail policy."  Additionally, para. 3.1 notes that "Air Force members … use government communications systems with the understanding that any type of use, … serves as consent to monitoring."  See also, Lieutenant Colonel LeEllen Coacher, Permitting Systems Protection Monitoring:  When the Government Can Look and What It Can See, 46 A.F. L.Rev. 155 (1999).

b.   Work Station Computers.  United States v. Tanksley, 54 M.J. 169 (2000)(no expectation of privacy in document left in plain view on government computer in closed but not locked office).  

C.  Enhanced Senses.  Use of “low tech” devices to enhance senses during an otherwise lawful search is permissible.

1.  Dogs.

a.  There is no expectation of privacy to odors emanating from luggage in a public place.  United States v. Place, 462 U.S. 696 (1983).

b.  The use of drug detection dogs in a public area to monitor the surrounding air spaces does not violate the Fourth Amendment.  The expectation that the odor of drugs will not escape into the surroundings in unreasonable.  United States v Grosskreutz, 5 M.J. 344 (C.M.A. 1978)(allowing a drug dog to sniff outside a car in a parking lot after receiving an anonymous tip that drugs were present does not violate the Fourth Amendment and the results may be used as a basis for probable cause authorization to search).

c.  Use of drug detection dogs in a common area outside a dorm room is not a search within the meaning of the Fourth Amendment.  United States v. Alexander, 34 M.J. 121 (C.M.A. 1992).

d.  Use of drug dogs during health and welfare inspection is permissible.  United States v. Jackson, 48 M.J. 292 (1998); United States v. Middleton, 10 M.J. 123 (C.M.A. 1981).

2.  Flashlights.  Shining a flashlight to illuminate the interior of automobile is not a search.  Texas v. Brown, 460 U.S. 730 (1983).

3.  Binoculars.  Use of field glasses or binoculars is not a search.  United States v. Lee, 274 U.S. 559 (1927).

4.  Cameras.  Aerial photography with “commercially available” camera was not a search, but use of satellite photos, parabolic microphones, or other “high tech devices” would constitute a search.  Dow Chemical Company v. United States, 476 U.S. 227 (1986).

5.  Thermal Imaging Devises.  Using a thermal imaging device to obtain information regarding the interior of a home that could not otherwise have been obtained without physical intrusion to a constitutionally-protected area is a search.  Because the general public does not have thermal imaging technology there is an expectation of privacy.  Kyllo v. United States, 533 U.S. 27 (2001). 

D.  Interception of wire and oral communications.  Mil. R. Evid. 317.  Communications are generally protected by the Fourth Amendment.  Katz v. United States, 389 U.S. 347 (1967); United States v. Sturdivant, 13 MJ. 323 (C.M.A. 1982).

1.  Monitoring by consent.  One party may consent to monitoring a phone conversation.

a. There is no reasonable expectation of privacy as to contents of telephone conversation after it has reached the other end of telephone line.  United States v. Rios, 48 M.J. 261 (1998)(minor victim may give consent to monitoring and recording of a pretext telephone call); United States v. Moore, 38 M.J. 490 (C.M.A. 1994)(videotapes of meeting and audiotapes of phone calls admissible where participant in conversation allowed others to hear and record conversations); United States v. Parrillo, 34 M.J. 112 (C.M.A. 1992)(no interception where one party consented to agent hearing the conversation).  

b. A person has no reasonable expectation that a person to whom she is speaking will not later reveal that conversation to police.  United States v. Caceras, 440 U.S. 741 (1979); United States v. Moore, 38 M.J. 490 (C.M.A. 1994).

c. Electronic monitoring and recording of telephone calls between accused and consenting friend upheld based on procedures followed and outlined in Mil. R. Evid. 317 and DoD Directive.  United States v. Guzman, 52 M.J. 318 (2000).  

2.  The “bugged” informant.  There is no reasonable expectation of privacy when a “wired” informant records conversations during a drug transaction.  United States v. Samora, 6 M.J. 360 (C.M.A. 1979).  

3.  Cordless telephones.  Cordless telephone transmissions are protected by the Fourth Amendment if there is a reasonable expectation of privacy.  United States v. Sullivan, 42 M.J. 360 (1995) (Via cordless phone, Army CWO3 contacted various women asking about their sexual practices, falsely identifying himself and claiming to be conducting a survey for a nonexistent company, in violation of Alabama law and the UCMJ.  Neighbor CWO3 overheard the "survey" numerous times on his own scanner and subsequently recorded over 6 hours of the conversations before turning them over to the CID).  

Note:  Although not at issue for Sullivan's crimes, 18 U.S.C. §2515 was amended in 1994 to include cordless telephones under the statute applicable to interception of wire and electronic communications. 

4.  Wire taps, electronic and video surveillance, and pen registers.  Special rules exist for the use of wiretaps, electronic or video surveillance, and pen registers.  See DoDD 5505.9,  Interception of Wire, Electronic, and Oral Communications for Law Enforcement, (20 April 1995).

 a.   A federal statute provides greater protections than the Fourth Amendment.  18     U.S.C. §§ 2510-21, 3117, and 3121-26.

(1)  Prohibits the unauthorized interception of wire and oral communications.  18 U.S.C. § 2511.

(2)  Statute contains its own exclusionary rule.  18 U.S.C. § 2515.

(3)  Applies to private searches, even though such searches are not covered by the Fourth Amendment.  People v. Otto, 831 P.2d 1178 (Cal. 1992).

b.  Approval process requires following steps outlined in Mil. R. Evid. 317; United States v. Guzman, 52 M.J. 318 (2000) (electronic monitoring and recording of telephone calls between accused and consenting friend upheld based on procedures followed and outlined in Mil. R. Evid. 317 and DoD Directive). 

 c.  An overheard telephone conversation is not an “interception” under the statute. United States v. Parrillo, 34 M.J. 112 (C.M.A. 1992).  

d.   Electronic data stored by Internet Access Provider in form of log identifying date, time, user, and detailed internet addresses of sites accessed by accused fell within Title II of Electronic Communications Privacy Act which governed “Stored Wire and Electronic Communications Transactional Records Access” and provided no exclusionary rule relief.  United States v. Allen, 53 M.J. 402 (2000).

 E.   Adequate Interest.  In determining whether the protections of the Fourth Amendment are applicable, we must also consider standing or adequate interest--whether or not the accused had his own Fourth Amendment rights infringed by the search and seizure which he seeks to challenge.  Rakas v. Illinois, 439 U.S. 128 (1978). 
1. Standing hinges on expectation of privacy.  United States v. Padilla, 508 U.S. 77 (1993)(accused lacked standing to contest search of auto containing drugs driven by co-conspirator in furtherance of the conspiracy despite having supervisory control); Rakas v. Illinois, 439 U.S. 128 (1978)(as held in Katz, Fourth Amendment protection depends on whether the person who claims the protection has a legitimate expectation of privacy in the invaded place); United States v. Salazar, 44 M.J. 464 (1996)(accused had standing to contest the search because he had a legitimate expectation of privacy in the home);  United States v. Parrillo, 34 M.J. 112 (C.M.A. 1992)(standing hinges on reasonable expectation of privacy.  A party has no reasonable expectation of privacy as to the contents of a conversation after it has reached the other end of the phone line).  

2. An accused cannot vicariously assert Fourth Amendment rights.  Rakas v. Illinois, 439 U.S. 128 (1978);  United States v. Sanford, 12 M.J. 170 (C.M.A. 1981)(accused had no reasonable expectation of privacy in pouch he transferred to third party and could not invoke exclusionary rule based on unlawful search of third-party);  United States v. Escobedo, 11 M.J. 51 (C.M.A. 1981)(accused himself was lawfully apprehended and could not claim a violation of his rights by proxy). 

3. The accused has the burden of establishing an "adequate interest" to object to the admission of such evidence under the Fourth Amendment.  United States v. Visser, 40 M.J. 86 (C.M.A. 1994); United States v. Miller, 13 M.J. 75 (C.M.A. 1982).

4. Mil. R. Evid. 311 tracks the Supreme Court case law.  It provides an accused has an "adequate interest" to object to the admissibility of evidence when he:

a.  Has a reasonable expectation of privacy in the person, place or property searched;

b.  Has a legitimate interest in the property or evidence seized; or

c.  Has other constitutional grounds to object.

VII.  GOVERNMENTAL ACTION.  Evidence obtained as a result of an unlawful search or seizure made by a person acting in a governmental capacity is inadmissible against the accused if a timely objection is made and he had a reasonable expectation of privacy.  Mil. R. Evid. 311(a).
A.   The Fourth Amendment does not apply unless there is a governmental invasion.  Rakas v. Illinois, 439 U.S. 128 (1978).  Evidence obtained by private individuals not "acting in a government capacity" is generally admissible.  United States v. Jacobsen, 466 U.S. 1409 (1984)(Fourth Amendment did not apply to search where FedEx opened a damaged package); United States v. Reister, 44 M.J. 409 (1996)(search by woman who was asked to look after apartment was a private search even though she had a desire to assist the government in accused’s apprehension and punishment);  United States v. Sullivan, 42 M.J. 360 (1995)(neighbor, acting in private capacity, intercepted calls).  A private invasion, whether accidental or deliberate, reasonable or unreasonable, does not violate the Fourth Amendment because of its private character.  United States v. Portt, 21 M.J. 333 (C.M.A. 1986). 

1.  The Fourth Amendment will apply if the individual is acting as a governmental agent. United States v. Baker, 30 M.J. 262 (C.M.A. 1990)(BX store detective held to be a government agent for Fourth Amendment purposes);  United States v. Wisniewski, 21 M.J. 370 (C.M.A. 1986)(sergeant acting out of "professional concern" as senior NCO in barracks was deemed a government agent).  

2.  Searches by governmental officials not acting in official capacity are not covered by the Fourth Amendment.  United States v. Portt, 21 M.J. 333 (C.M.A. 1986) (military policeman acting in non-law enforcement role); United States v. Rogan, 25 C.M.R. 243 (C.M.A. 1958)(first sergeant acting out of "personal motivation" was not a government agent).  

B.   The Fourth Amendment is inapplicable to searches by foreign officials unless the search was “participated in” by U.S. agents.  Mil. R. Evid.s 311(c) and 315(h)(3).

1.  "Participation" by a U.S. official means making "a direct contribution to the discovery of evidence."  United States v. Baker, 16 M.J. 689 (A.C.M.R. 1983).  A military policeman's involvement in performing a blood alcohol test (BAT) at a U.S. Army medical facility of an accused while in custody of Panamanian police officer constituted "participation in" foreign search under Mil. R. Evid. 311(c).  United States v. Porter, 36 M.J. 812 (A.C.M.R. 1993).

2.  “Participation” by U.S. agents does not include:  

a.  Mere presence at the scene; or

b.  Acting as an interpreter; or

c.  Taking steps to mitigate damage to physical property or physical harm; or 

   d.  Merely providing equipment to foreign officials; United States v. Locke, 16 M.J. 763 (A.C.M.R.1983).

3.  Routine furnishing of OSI information on a military suspect to German police did not constitute "instigation" of search.  United  States v. Morrison, 12 M.J. 272 (C.M.A. 1982); United States v. Koch, 15 M.J. 847 (A.F.C.M.R. 1983).  Evidence obtained by military authorities acting as agents of German customs authority pursuant to treaty agreement, and participating in a border search which was not offensive to United States constitutional standards, was not required to be excluded at trial.  United States v. McCullough, 14 M.J. 409 (C.M.A. 1983); United States v. Pereira, 13 M.J. 632, (A.F.C.M.R. 1982).

4.  In reviewing actions of U.S. officials in assisting foreign police officials, the courts will closely analyze any cooperative activity to distinguish the actions of U.S. officials from those of foreigners.  The courts then apply U.S. norms and law to any and all U.S. actions.  United States v. Porter, 36 M.J. 812 (A.C.M.R. 1993); United States v. Coleman, 25 M.J. 679 (A.C.M.R. 1987).  

5.  If there is no official U.S. involvement in a foreign search, then the seized evidence is admissible unless the accused was subjected to "gross and brutal maltreatment."  Mil. R. Evid. 311(c)(3).

6.  Searches conducted off-base in foreign countries that violate international treaties ordinarily do not provide grounds for suppression.  An accused has no standing to complain of such violations.  United States v Chapple, 36 M.J. 410 (C.M.A. 1993); United States v Whiting, 12 M.J. 253 (C.M.A. 1982); United States v. Bunkley, 12 M.J. 240 (C.M.A. 1982); United States v. Morris, 12 M.J. 262 (C.M.A. 1982).  See also Mil. R. Evid. 315(c)(4).

VI.  SEARCHES BASED ON PROBABLE CAUSE.  Mil. R. Evid. 315.  
A.  Any search authorization issued under Mil. R. Evid. 315 must be based upon probable cause.  Probable cause to search exists when there is a reasonable belief that the person, property, or evidence sought is located in the place or on the person to be searched.  Mil. R. Evid. 315(f).

1.  A search warrant is an express permission to search and seize issued by competent civilian authority.  Mil. R. Evid. 315(b)(2).

2.  A search authorization is an express permission, written or oral, issued by competent military authority to search and seize.  Mil. R. Evid. 315(b)(1).

B.  Scope of Authorization.  Mil. R. Evid. 315(c).  A search authorization can be issued for the search of:  

1.  The person or anyone subject to military law or the law of war wherever found;  

2.  Military property of the United States or of nonappropriated fund activities (NAF) of an armed force of the United States, wherever located;

3. Persons or property situated on or in a military installation, encampment, aircraft, vehicle or any other location subject to military control.  For search of civilians found on property subject to military control, see United States v. Banks, 539 F.2d 14 (9th Cir.), cert. denied, 429 U.S. 1024 (1976). 

4.  Certain property in foreign countries.  See, Mil. R. Evid. 315(c)(4).

C.  Power to Authorize.  Probable cause search authorization can be granted by an impartial individual in the following categories:   

1.  A commander or other person serving in a position designated by the Secretary concerned as either a position analogous to an officer in charge or a position of command, who has control over the place where the property or person to be searched is situated or found, or, if that place is not under military control, has control over persons subject to military law or law of war.

a.  Enlisted members (including NCOs) may not act as commanders for the purpose of exercising search authorization powers.  See Article 1(3), UCMJ; United States v. Carter, 1 M.J. 318 (C.M.A. 1976); and OpJAGAF 1978/52, 5 May 1978.

b.  If the commander is unavailable or disqualified, then a subordinate who exercises command in the absence of the commander may authorize the search.  "Functional" test.  The officer who fulfills the defacto function of the absent commander may authorize the search, regardless of the commander's formal title.  United States v. Law, 17 M.J. 229 (C.M.A. 1984) (company executive officer); United States v. Kalscheuer, 11 M.J. 373 (C.M.A. 1976) (vice commander).

PRACTICE TIP:  In the Air Force, we rarely use squadron or group commanders to authorize probable cause searches.  We use the military magistrate or the wing commander, both of whom have control over the entire base and have training in search & seizure.  If you are requesting search authorization from a group or squadron commander, ensure he has control over the person/property to be searched.  

2.  A military judge or magistrate, if authorized by regulation.  

a.  AFI 51-201 authorizes the appointment of a primary and secondary magistrate.  The Air Force has no procedure whereby military judges can issue authorizations to search.  AFI 51-201, para. 3.1.  A magistrate holds the same authority to authorize a search as the commander.  AFI 51-201, para. 3.1.4.  The magistrate can authorize a search even if the commander is available.  Id.    

b.  The alternate magistrate should only act when the primary magistrate is unavailable.  AFI 51-201, para. 3.1.5.  However, the fruits of the search are still admissible even if the primary magistrate was available when the alternate magistrate authorized the search unless the controlling instruction expressly creates an exclusionary rule.  United States v. Agosto, 43 M.J. 745 (A.F.Ct.Crim.App. 1995).    


PRACTICE TIP:  Train your military magistrates on the law and procedures of probable cause search authorization at least annually.  The courts, in assessing the legality of the authorization, consider their level of knowledge.  Also, it is much easier to obtain a (legal) probable cause search authorization in the middle of the night if you are not starting from zero.  

3.  Impartiality.   An official empowered to issue search authorization must be "neutral and detached" and perform his duties with a judicial rather than a police attitude.  United States v. Ezell, 6 M.J. 307 (C.M.A. 1979).  

a.   The commander is not per se disqualified from authorizing searches in the military.  Id.  When a military commander becomes personally involved in the gathering of evidence or otherwise demonstrates personal bias or involvement in the investigative or prosecutorial process against the accused, that commander is devoid of neutrality and cannot validly issue probable cause search authorizations.  Id.  

b.   A military commander plays a number of roles in our military justice system including that of a quasi-judicial officer who can order a search.  The impartiality demands of that role may appear to conflict with other functions he performs as commander.  For example, a commander has to direct and sometimes participate in investigations into criminal activities.  However, it is only when the commander participates as a law enforcement official or is personally and actively involved in the process of gathering evidence that he loses his right to authorize searches.  United States v. Freeman, 42 M.J. 239 (1995), cert. denied, 516 U.S. 1011 (1995)(citations omitted)(squadron section commander was neutral and detached despite the fact he requested a police report, reviewed the individual’s records, and discussed the individual with his supervisor).

1.  Commander was not disqualified and did not lose his neutrality by stepping into the room to corroborate the information provided.  United States v. Hall, 50 M.J. 247 (1999)(stepping into the room to confirm the smell of marijuana was reasonable and prudent).  

2.  Commander was disqualified where he personally directed the investigation or participated in the search.  United  States v. Cordero, 11 M.J. 210 (C.M.A. 1981)(CC who directed the investigation and search, condoned the use of an informant, and designed the plan which led to execution of actual crime was disqualified); United States v. Murray, 12 M.J. 139 (C.M.A. 1981)(CC disqualified where he was, in effect, the policeman in charge of the operation, took part in the search, and retained the evidence); United States v. Rivera, 10 M.J. 55 (C.M.A. 1980)(CC disqualified where he personally undertook investigation of informant’s tip).

3.  Commander is not disqualified and can remain neutral and detached despite receiving “status of discipline” briefings.  United States v. Phillips, 7 M.J. 955 (A.F.C.M.R. 1979). 

4. Commander is not disqualified by knowledge of previous misconduct on the part of the accused. United States v. Rushing, 11 M.J. 95 (C.M.A.1981); United States v. Stack, 10 M.J. 347 (C.M.A. 1981); United States v. Land, 10 M.J. 103 (C.M.A. 1980). 

c.  An otherwise impartial authorizing official does not lose that character merely because he is present at the scene of a search or is otherwise readily available to issue search authorizations.  He also does not lose his impartiality merely because he has previously authorized investigative activities.  M.R.E. 315(d)(2).

D.   Executing the Search:  Any commissioned officer, NCO, security police, criminal investigator, or the agent of any such person, may execute a search pursuant to Mil. R. Evid. 315(e).  If the person whose property is to be searched is present, notify him of the authorization and the general substance of the authorization.  Also, an inventory of the property seized should be made at the time of the seizure and a copy provided to the person from whose possession it was taken.  Mil. R. Evid. 315(h). 

E.  Determining whether probable cause exists.  See, Probable Cause Procedural Guide (attached) for procedures in obtaining a probable cause search authorization.

1.  Information that may be considered.

a. Hearsay may be considered.  Mil. R. Evid. 315(f)(2).  

b. Written or verbal statements made in person, via telephone, or by other means may be considered.  Mil. R. Evid. 315(f)(2)(A) & (B).

c.  Unsworn statements may be considered.  United States v. Foust, 17 M.J. 85 (C.M.A. 1984);  United States v. Stuckey, 10 M.J. 347 (C.M.A. 1981).  PRACTICE TIP:  Obtain sworn statements whenever possible, even if the statements are verbal. Also, swear your law enforcement agent who is the affiant for the search authorization before he provides information to your commander/magistrate.  

d.  Information must be legally obtained.  Nardone v. United States, 308 U.S. 338  1939).  Marital privilege does not prevent use of statements by accused's wife to provide probable cause.  United States v. Lovell, 8 M.J. 613 (A.F.C.M.R. 1979).

(1) If misstatements or improperly obtained information is included, the courts will sever those from the affidavit and examine the remainder to see if probable cause still exists.  United States v. Gallo, 55 M.J. 418 (2001).  Even in affidavits involving a false statement or omission, the Fourth Amendment is not violated if the affidavit would still show probable cause after the falsehood/omission is redacted or corrected.  Id.  

(2)   Defense has the burden of establishing by a preponderance of the evidence the falsity or reckless disregard for the truth.  If defense meets its burden, the prosecution must prove by a preponderance of the evidence that the remaining information presented to the authorizing officer was sufficient to establish probable cause.  Mil. R. Evid. 311(g)(2).  

e.  The commander may consider information previously made known to him.  Mil. R. Evid. 315(f)(2)(C); United States v. Henley, 48 M.J. 864 (A.F.Ct.Crim.App. 1998)(proper for magistrate to consider profile evidence that accused was a pedophile as a factor to be considered in determining whether probable cause existed for a search warrant). 

 f.  Sufficiency of information is specifically determined by what information is conveyed to the search authority, not by what information may have been known by law enforcement officials, but never communicated to the search authority.  Mil. R. Evid. 311(g)(1); United States v. Cunningham, 11 M.J. 242 (C.M.A. 1981).

2.  The “totality of the circumstances” and “Aguilar-Spinelli” tests.  

a.  In Illinois v. Gates, the Supreme Court abandoned the overly rigid "two‑pronged" Aguilar-Spinelli test in favor of the "totality of the circumstances" test.   462 U.S. 213 (1983)(probable cause existed despite fact anonymous informant’s veracity and basis of knowledge were unknown because of independent corroborating facts).     

b. The Aguilar-Spinelli test is still “highly relevant” in determining probable cause.  Id. The test is whether the search authorization official was supplied with sufficient facts and circumstances to form a reasonable belief that the information supplied is both believable (veracity) and has a factual basis (basis of knowledge).  Aguilar v. Texas, 378 U.S. 108 (1964); Spinelli v. United States, 383 U.S. 410 (1969).  If the prosecution can meet the Aguilar-Spinelli two prong test, it can certainly meet the Gates' totality of the circumstances test.  United States v. Hester, 47 M.J. 461 (1998); United States v. Figueroa, 35 M.J. 54 (C.M.A. 1992); United States v. Tipton, 16 M.J. 283 (C.M.A. 1983).  

(1)   Establishing Believability.  Why should the commander/magistrate believe the  information provided is truthful?

(a)  Factors that have been considered in the past include:  corroborating detail, statements made under oath, good citizen/good military record, demeanor, officer/NCO/security forces status, reputation for truthfulness, statement is  against fiscal/penal interest, and lack of motivation to fabricate.  Do not allow the affiant to merely state conclusions, i.e. a “reliable” informant.  They must provide the information upon which the commander/magistrate can conclude the individual is reliable.

(b) PRACTICE TIP:  Ensure the affiant, usually an SF or OSI agent, provides detailed information about who provided the information and why they are credible, i.e. Amn Myer, the suspect’s roommate, called OSI and reported the suspect had marijuana in his dresser in their joint dorm room.  He said he reported the drugs because he did not want them in his room.  He subsequently came in and provided a sworn statement to that effect.  We have spoken to Amn Myers first sergeant who stated he was a good troop and has no axe to grind with the suspect, as far as he knows.      

(2)   Establishing Factual Basis.  What specific observations/facts lead us to conclude we will find evidence at this particular location.  

(a) Factors that have been considered include: first-hand personal observation to include smell and hearing, statements by the suspect/accused, statements made by another who is reliable and in a position to know, self-verifying detail.  Do not allow the affiant to merely state “based on information provided by an informant, we have reason to believe there is marijuana in the suspect’s room”.   

(b)  PRACTICE TIP:  The affiant, usually an SF or OSI agent, must provide sufficient detail for the commander/magistrate to conclude there are reasonable grounds to conclude the enumerated evidence will be found in the specific location we are requesting to search.  For example, we have confirmed Amn Myer is the suspect’s roommate.  They live in room 241 in building 684 on Maxwell AFB.  Amn Myer personally observed the suspect place the bag of marijuana in his dresser drawer last night at approximately 2300.  He recognized the substance as marijuana because he has seen it and smelled it before.  Also, there were rolling papers in the bag with the marijuana.  Amn Myers saw the suspect leave for work this morning.  He did not take the marijuana with him.

(3)   Staleness.  The definition of probable cause encompasses a showing of nexus to the place to be searched and that the information relied upon is not too stale.  United States v. Gallo, 55 M.J. 418 (2001);  United States v. Lopez, 35 M.J. 35 (C.M.A. 1983).  Probable cause to search a place does grow stale with the passage of time.  United States v. Lopez, 35 M.J. 35 (C.M.A. 1983).  In such a situation, the passage of time at some point results in the likelihood that the goods will no longer be in the original location.  Id.  Whether too long a period has elapsed from the time the facts are obtained until the search is authorized depends on many factors:  the location involved, the type of crime, the nature of the item to be seized, and how long the crime has been continuing.  Id. (citations omitted).  
a. Information has not been considered stale despite lengthy delay based on the character of the property.  United States v Johnson, 23 M.J. 209 (C.M.A.1987)(twenty-five day delay before seizing stereo was not stale because the stereo was not readily transported or hidden, was probably stolen for recreational use, and was not particularly marketable); United States v. Lovell, 8 M.J. 613 (A.F.C.M.R. 1991)(two-week old information not stale where property was not readily saleable and the accused had no reason to believe the government would learn of the evidence or come back for a second search).  United States v. Agosto, 43 M.J. 745 (A.F.Ct.Crim.App. 1995)(three and a half month old information concerning phone numbers and photographs was not stale because the evidence was not consumable and was of a nature to be retained indefinitely). 

b.   Information has not been considered stale despite lengthy delay depending on the accused’s circumstances.  United States v. Queen, 26 M.J. 136 (C.M.A. 1988)(delay of two to six weeks not dispositive where the gun was seen in the accused’s car, he had been living on a ship, and he had not turned the gun into the armory.  The car was the logical place to conceal the weapon).

c.   Child Pornography.  Information was not stale despite delay of approximately two weeks between finding child pornography on a work computer and obtaining search warrant for home computer.  United States v. Gallo, 55 M.J. 418 (2001)(expert in child porn stated in affidavit that individuals who collect child porn rarely, if ever, dispose of the material).  The court noted that information more than six months old has been allowed in seizing pornography from a computer hard drive.  Id.; see also, United States v. Henley, 53 M.J. 488 (2000)(valid probable cause authorization based on affidavit that the accused had shown pornographic magazines and videotapes to the children over the course of several years and they had seen the materials since that time.  Authorization judged on the facts known to the magistrate at the time and he didn’t know the children had not seen the material in over five years). 

d.   Drugs.  Information wasn't stale despite two or three day lapse where quantity of drugs seen in the accused's possession was substantial.  United States v. Land, 10 M.J. 103 (C.M.A. 1980).  

(4)   Nexus.  The definition of probable cause encompasses a showing of relationship between the crime objects and the place to be searched (nexus) and that the information relied upon is not too stale.  United States v. Gallo, 55 M.J. 418 (2001); United States v. Lopez, 35 M.J. 35 (C.M.A. 1992).

a.   Child Pornography.  A gap in the nexus can be filled by the affidavit of an experienced law enforcement agent which sets forth his opinion as to how pornographic material is stored.  United States v. Gallo, 55 M.J. 418 (2001). A judicial officer can give considerable weight to the conclusions of experienced law enforcement officers regarding where evidence of a crime is likely to be found and is entitled to draw reasonable inferences about where evidence is likely to be kept based on the nature of the evidence and the type of offense.  Id.(citations omitted).  In Gallo, numerous files containing child pornography was found on a work computer.  A search of the hard drive revealed some of the files had been viewed from or transferred to disks.  Id.  The affidavit from an experienced child porn investigator stated pedophiles collect sexually explicit materials, almost always maintain those materials in a place considered secure, frequently within their homes, and rarely, if ever, dispose of the material.  Id.  The Court of Appeals for the Armed Forces, in upholding the search, stated it was reasonably probable that the accused would keep these materials in a place over which he had substantial control and reasonable to infer that additional materials would be secreted in a place other than his office.  Id.     

b.   Finding drugs in car during a gate search did not create even "reasonable suspicion" that more drugs would be found in accused's quarters.  United States v. Peters, 11 M.J. 901 (A.F.C.M.R. 1981). 

c.   "Evidence" may be the absence of a particular item, i.e., a search may be authorized to prove the negative.  United States v. Hubbard, 7 M.J. 121 (C.M.A. 1979).

d.   Alarm operator sleeping at his post was discovered emitting a faint odor of alcohol.  Enough probable cause existed for taking a blood alcohol test but not for a search of his urine for drugs.  A mere possibility of drugs is not enough to establish probable cause to search.  United States v. Shepherd, 24 M.J. 596 (A.F.C.M.R. 1987).

F.   Exigencies.  No search authorization is required for a search based on probable cause when:

1.  Insufficient Time.  There is a reasonable belief that delay to obtain authorization would result in removal, destruction, or concealment of property or evidence, or further criminal activity.  Mil. R. Evid. 315(g)(1).  

a. It is proper to enter room without search authorization after observing both the distribution of and the active use of drugs.  United States v. Wisniewski, 21 M.J. 370 (C.M.A. 1986), cert. denied, 476 U.S. 1160 (1986). 

b. Once the exigency has dissipated, the right to search without a search authorization is extinguished.  United States v. Baker, 14 M.J. 602 (A.F.C.M.R. 1982).

c.   It is permissible to freeze the situation while authorization to search is being obtained.  United States v. Hall, 50 M.J. 247 (1999); United States v. Stoecker, 17 M.J. 158 (C.M.A. 1984); United States v. Ward, 19 M.J. 505 (A.F.C.M.R. 1984); United States v. Lawless, 13 M.J. 943 (A.F.C.M.R. 1982), aff'd, 18 M.J. 255 (C.M.A. 1984).

d.   Nonconsensual extraction of bodily fluids normally requires search authorization. Mil. R. Evid. 312(d); United States v. Pond, 36 M.J. 1050 (A.F.C.M.R. 1993)(where accused was in custody and officers could have obtained warrant without any significant risk of losing the evidence of drug use, there is no exigency).

2. Lack of communications.  Mil. R. Evid. 315(g)(2).  Search authorization is not required for a search based on probable cause when (1) there is reasonable military operational necessity that is reasonably believed to prohibit or prevent communications with a person empowered to grant a search warrant/search authorization, and (2) there is a reasonable belief that the delay necessary to obtain the warrant/authorization would result in the removal, destruction, or concealment of the property or evidence.  Note:  In today's age of nearly instant communications, even while in the field, the use of this exception is limited.

3.   Search of operable motor vehicle.  A vehicle is “operable” unless a reasonable person would have known at the time of the search that the vehicle was not functional for purposes of transportation.  Mil. R. Evid. 315(g)(3) and (4).

a.  If probable cause exists to believe that evidence will be found in the vehicle, then authorities may search the entire vehicle, and any containers found therein in which suspected items might reasonably be found. United States v. Evans, 35 M.J. 306 (C.M.A. 1992); United  States v. Schmitt, 33 M.J. 24 (C.M.A. 1991); United States v. Mota Aros, 8 M.J. 121 (C.M.A. 1979).  

b.  Therefore, the scope of the warrantless search of an automobile is not defined by the nature of the container located, but rather by the object of the search and the places in which there is probable cause to believe criminal evidence will be discovered.  California v. Acevedo, 500 U.S. 565 (1991); California v. Carney, 471 U.S. 386 (1985); United States v. Ross, 456 U.S. 798 (1982). 

c.  Ownership is irrelevant.  Once probable cause exists to support a search of an automobile, the search can include all containers in the vehicle that could hold the object of the search.  Wyoming v. Houghton, 526 U.S. 295 (1999)(passenger's purse could be searched during vehicle equipment violation stop after police see hypodermic syringe in driver's pocket).  

d.  The automobile exception is not concerned with exigency or whether the police have time to obtain a warrant.  It is concerned solely with whether the vehicle is “readily mobile.”  Maryland v. Dyson, 527 U.S. 465 (1999); Pennsylvania v. Labron, 518 U.S. 938 (1996).

4.  Not required by the Constitution.  Mil. R. Evid. 315(g)(4).

VIII.  SEARCHES NOT REQUIRING PROBABLE CAUSE:

A. Border searches for customs or immigration purposes when authorized by Act of Congress.  Mil. R. Evid. 314(b).

B.  Searches upon entry/exit of installations, aircraft or vessels overseas.  Mil. R. Evid. 314(c).

C.  Searches of Government Property.  Mil. R. Evid. 314(d).  See Section III(B), infra.
D.  Searches based on consent.  Searches may be conducted of any person or property with lawful consent.  Consent must be shown by clear and convincing evidence.  Mil. R. Evid. 314(e).  
PRACTICE TIP:  There is no legal requirement that a consent to search/seize property be reduced to writing.  However, you should obtain consent in writing whenever possible.  AF Form 1364 is used by law enforcement personnel to memorialize a consent to search.  Courts give considerable weight to the accused signature on that form in determining voluntariness.  

1.  Scope of consent can be limited in any way including time, place, or property.  MRE 314(e)(3).  

2.  Consent may be withdrawn at any time, even while a search is in progress.  Mil. R. Evid. 314(e)(3); United States v. Owens, 51 M. J. 204 (1999).  However, revocation must be reasonably expressed.  United States v.Stoecker, 17 M.J. 158 (C.M.A. 1984)(attempts to conceal objects during search is not revocation).

3.  General consent to search allows the police to open closed containers.  Florida v.      Jimeno, 500 U.S. 248 (1991).

4.  Consent must be voluntary.  Voluntariness of consent is a fact-specific inquiry based on an objective review of the totality of the circumstances surrounding the consent.  Ohio v. Robinette, 519 U.S. 33 (1996);  Schneckloth v. Bustamonte, 412 U.S. 218 (1973);  Mil. R. Evid. 314(e)(4).

a.     Submitting or acquiescing to authority is not voluntary consent.  Mil. R. Evid. 314(e)(4).  United States v. Owens, 51 M.J. 204 (1999)(invalid consent where accused consented after being told the car would be seized);  United States v. McLain, 31 M.J. 130 (C.M.A. 1990)(consent not voluntary where accused was deprived of food and sleep, was effectively directed to go for a urinalysis, and was given the consent form without discussion);  United States v. White, 27 M.J. 264 (C.M.A. 1988)(accused's consent to provide urine sample was involuntary where commanding officer told her he would order her to provide sample if she refused to consent).  However, acquiescence to one’s circumstances is distinguishable from acquiescence to authority.  United States v. Goudy, 32 M.J. 88 (C.M.A. 1991) 

b.     Voluntariness is determined by the totality of the circumstances and proof the accused knew and understood the consequences of the command alternatives is not a prerequisite for a consent to be voluntary.  United States v. Radvansky, 45 M.J. 226 (1996)(mention of command-directed urinalysis is one factor to consider in determining voluntariness of consent but is not dispositive); United States v. McLendon, 41 M.J. 882 (A.F.C.M.R. 1994)(CC stating, in response to a question, that he would direct a urinalysis if she didn’t consent did not render consent involuntary). 

c.   Stating that a search has been authorized destroys consent, but threatening to apply for authorization isn't necessarily coercive.  United States v. Wright, 52 M.J. 136 (1999); United States v. McLain, 31 M.J. 130 (C.M.A. 1990); United States v. Rushing, 38 C.M.R. 96 (C.M.A. 1967). 

d.     If the consent is found to be involuntary, the existence of probable cause will not save the result in absence of a warrant.  United States v. McLain, 31 M.J. 130 (C.M.A. 1990).


e.     Cannot mislead accused into believing probable cause exists when it does not in order to obtain consent.  United States v. Pellman, 24 M.J. 672 (A.F.C.M.R. 1987).

f.     The government can use trickery.  The test is whether under the totality of the circumstances, the consent was voluntary.  United States v. Vassar, 52 M.J. 9 (1999)(consent lawful where supervisor told accused he wanted the urinalysis because the accused had been injured but actually wanted it because he smelled marijuana); United States v. Richter, 51 M.J. 213 (1999)(third party, at the direction of OSI, told accused the OSI was on their way to his house with a warrant to search it.  OSI did not have a warrant.  Subsequent consent held to be valid).  

g.     In evaluating the totality of the circumstances, courts consider among other things: age, education, experience, length of military service, rank, knowledge of the right to refuse consent, and whether the environment was custodial or coercive. United States v. Radvansky, 45 M.J. 226 (1996); United States v. Goudy, 32 M.J. 88 (C.M.A. 1991).

h.    The Air Force Court of Criminal Appeals has applied a six-part test in the past:  

(1) the degree to which liberty was restricted;

(2) the presence of coercion, promises, orders, threats (including obtaining search authorization or a command-directed urinalysis), and other forms of intimidation or pressure;

(3) awareness of the right to refuse consent, considering testimony, oral or written warnings, age, experience, education, training, and intelligence;

(4) the suspect’s demeanor and apparent mental state;

(5) whether the suspect had consulted with counsel; and

(6) the coercive effects of any prior violation of the suspects rights.

United States v. Baker, 45 M.J. 538 (A.F.Ct.Crim.App 1996), citing, United States v. Murphy, 36 M.J. 732 (A.F.C.M.R. 1992).  
5.   Article 31 rights advisements are not required prior to asking for consent to search.  A request for consent to search is not considered an interrogation and giving consent is not a statement.  United States v. Avery, 40 M.J. 325 (C.M.A. 1994); United States v. Murphy, 39 M.J. 486 (C.M.A. 1994).  

a.    While not required, advisement enhances chances for a finding of voluntariness.  United States v. Vassar, 52 M.J. 9 (1999); United States v. Morris, 1 M.J. 352 (C.M.A. 1976); United States v. Murphy, 36 M.J. 732 (A.F.C.M.R. 1992).

b.     Law enforcement officials are not required to contact counsel before asking for consent even if they know accused is represented by counsel.  United States v. Burns, 33 M.J. 316 (C.M.A. 1991).  

c.     If the consent to search form advises the accused of a right to counsel or the government advises accused of right to counsel prior to asking for consent, they must oblige if the accused requests counsel.  United States v. Thompson, 12 M.J. 993 (A.F.C.M.R. 1982).

6.   Third party consent.  A person may consent to a search of his property, or property over which the person exercises control. Mil. R. Evid. 314(e)(2).

a.    Authority to consent to a search rests on mutual use of the property by persons having joint access or control for most purposes.  Illinois v. Rodriquez, 497 U.S. 177 (1990); United States v. Matlock, 415 U.S. 164 (1974).  

(1)  Roommate may consent to search of common areas of residence.  United States v. Neal, 41 M.J. 855 (A.F.Ct.Crim.App. 1994); United States v. Thrower, 12 M.J. 777 (A.C.M.R. 1981).  

(2)  Spouses can also consent.  United States v. Clow, 26 M.J. 176 (C.M.A. 1988)(estranged husband’s consent to search chest of drawers in wife’s room valid);  United States v. Ruppel, 45 M.J. 578 (A.F.Ct.Crim.App. 1997)(wife was lawfully entitled to turn over videotapes to investigators and her voluntary surrender of the tapes also encompassed consent for law enforcement agents to view the tapes).  

(3)  Alleged victim who was “apartment sitting” for the accused had authority to consent to a search of the accused’s apartment. United States v. Reister, 44 M.J. 409 (1996).  

(4)  Tenant could validly consent to search of apartment.  United States v. Camanga, 38 M.J. 249 (1993).

b.    A search may be reasonable even though the person lacks actual authorization to consent if they had apparent authority over the area.  United States v. White, 40 M.J. 257 (C.M.A. 1994)(police reasonably relied on apparent authority where roommate said he routinely entered the accused’s bedroom); United States v. Fish, 25 M.J. 732 (A.F.C.M.R. 1987)(search valid where husband consented to search of the family quarters and had actual or apparent authority to do so).  

C. "Stop and Frisk."  Mil. R. Evid. 314(f); Terry v. Ohio, 392 U.S. 1 (1968).

1.  An official may stop a person temporarily based on information or unusual conduct observed that leads the person making the stop to reasonably conclude, in light of his experience, that criminal activity may be afoot.  The purpose of the stop must be investigatory in nature.  Mil. R. Evid. 314(f)(1).  
a. Officers must have a particularized and objective basis for suspecting the particular person of a criminal act.  United States v. Cortez, 449 U.S. 411 (1981); United States v. Schneider, 14 M.J. 189 (C.M.A. 1982).

(1)  Valid detention where traveler’s behavior “had all the classic aspects of a drug courier,” to include paying for the round trip airplane tickets in cash, traveling under a different name, leaving from Miami, a source city for elicit drugs, staying in Miami for only 48 hours, appearing nervous, and checking no  luggage.  United States v. Sokolow, 490 U.S. 1 (1989). 

(2) Valid detention where individual was carrying large box in predawn hours while “carefully staying in shadows”.  Also search of box not an unreasonable part of a frisk.  United States v. Yandell, 13 M.J. 616 (A.F.C.M.R. 1982).

b.   Reasonable suspicion may be based on common sense evaluations and judgment of human behavior.  Illinois v. Wardlow, 528 U.S. 119 (2000)(police had ample reasonable suspicion that criminal activity was afoot when individual fled as soon as police entered area of high drug trafficking).

c.   The length and nature of the delay are considered in determining the lawfulness of the search.  United States v. Sharpe, 470 U.S. 675 (1985)(15-minute detention awaiting DEA agent acceptable because officers diligently pursued means of investigating that would likely clear or confirm suspicions); United States v. Place, 475 U.S. 1104 (1983)(90-minute delay unreasonable). 

d.   An anonymous tip that described man at a bus stop who was carrying a gun was insufficient justification for a Terry stop even though a man meeting the description was at the bus stop.  Florida v. J.L., 529 U.S. 266 (2000).  However, a detailed anonymous tip was sufficient in Alabama v. White, 496 U.S. 325 (1990).

2.   A frisk is a further separate intrusion that must be supported by a reasonable belief that the individual is armed and dangerous.  Contraband or evidence located during a lawful frisk may be seized.  Mil. R. Evid. 314(f)(3).  

a.  A frisk is limited to a search for weapons within immediate control.  United States v. Yandell, 13 M.J. 616 (A.F.C.M.R. 1982); United States v. Stoecker, 17 M.J. 158 (C.M.A. 1984).  The test is whether a reasonable man would be warranted in a belief that his safety was in danger.  Yandell, infra.  Immediate control can include purses, packages, etc., that are within the detainee’s control.  Id.  

b.  Police may seize contraband detected through the sense of touch during a stop and frisk if the contraband’s character is readily apparent.  Minnesota v. Dickerson, 508 U.S. 366 (1993)(seizure of lump of cocaine in accused’s pocket unconstitutional where the contraband nature of the lump was not readily apparent).  

3.    Motor vehicles.  When a person lawfully stopped is the driver/occupant of a motor vehicle, the passenger compartment may be searched for weapons upon a reasonable belief the person stopped is dangerous and may gain immediate control of a weapon. Mil. R. Evid. 314(f)(3);  Michigan v. Long, 463 U.S. 1032 (1983).  

F.   Searches Incident to Lawful Apprehension.  Article 7, UCMJ; R.C.M. 302; Mil. R. Evid. 314(g).  
1.    A person may be apprehended for an offense triable by court-martial upon probable cause.  Probable cause to apprehend exists when there are reasonable grounds to believe an offense has been or is being committed.  R.C.M. 302(c).  

a.  Whether there is probable cause is based upon an objective, rather than subjective, standard.  United States v. Camanga, 38 M.J. 249 (C.M.A. 1993)(agents had probable cause to believe accused had committed one of the offenses.  The fact they did not have probable cause for the other offenses does not undermine the valid basis for apprehending him).

b.  The mere presence of contraband is not enough to establish probable cause to apprehend.  United States v. Pope, 3 M.J. 1037 (A.F.C.M.R. 1977).  However, there was probable cause to apprehend where drugs and paraphernalia were within reach of the three occupants of a car and the accused’s speech was slurred.  United States v. Bray, 12 M.J. 553 (A.F.C.M.R. 1981).   

c.  Probable cause to apprehend cannot be based on an informant’s belief or suspicion, rather, the commander must have a factual basis for crediting that information.  United States v. Ochoa, 12 M.J. 281 (C.M.A. 1982); United States v. Barrett, 11 M.J. 628 (A.F.C.M.R. 1981)(probable cause existed where informant had sufficient factual information, basis for knowledge, and no motivation to lie); United States v. Cordero, 11 M.J. 210 (C.M.A. 1981). 

2.  The mere presence of an individual during the commission of a crime is alone insufficient to establish probable cause to apprehend.  United States v. Escobedo, 11 M.J. 51 (C.M.A. 1981);  United States v. Schneider, 14 M.J. 189 (C.M.A. 1982).

3.   An apprehension is made by clearly notifying the person to be apprehended that the person is in custody.  Notice can be oral or in writing and may be implied by the circumstances.  R.C.M. 302(d).

4.   Apprehension can be made at any place, except in a “private dwelling.”  R.C.M. 302(e). 

  a.   “Private dwellings” include dwellings, on or off a military installation, such as single family homes, duplexes, and apartments.  The quarters may be owned, leased, rented, or assigned, and may be occupied on a temporary or permanent basis.  R.C.M. 302(e)(2).  United States v. Davis, 30 M.J. 718 (A.F.C.M.R. 1990)(warrantless entry into off-base home unlawful).

b.  “Private dwellings” does not include the following, even if divided into individual units:  living areas in military barracks, vessels, aircraft, vehicles, tents, bunkers, field encampments, and similar places.  R.C.M. 302(e)(2); United States v. McCarthy, 34 M.J. 768 (ACMR 1992), aff’d, 38 M.J. 398 (1993).  Single or double occupancy rooms in dormitories are not private dwellings.  United States v. Moore, 23 M.J. 295 (C.M.A. 1987).  

c.   Apprehensions in private dwellings are prohibited unless consent is given, exigent circumstances exist, or they are conducted in private dwellings which are military property or under military control, or nonmilitary property in a foreign country:  

(1)  If person to be apprehended is a resident, there must be reason to believe the person is in the dwelling and the apprehension must have been authorized by a commander or military magistrate.  

(2)  If person to be apprehended is not a resident, then, in addition to an authorization to apprehend, entry into the dwelling must also be authorized upon a determination that probable cause exists to apprehend and to believe the person is present or will be present at the time of the search. 

(3)  A person who is not a resident of the private dwelling entered may not challenge the legality of the apprehension.  R.C.M. 302(e)(2). 

5.  Scope of search incident to apprehension.  

a. Search for weapons and destructible evidence.  Mil. R. Evid. 314(g)(2).

(1)   A search may be conducted for weapons or destructible evidence, in an area within the immediate control of the person apprehended.  This is the area which the individual searching could reasonably believe that the person apprehended could reach with a sudden movement, the so-called "wing span" rule.  Mil. R. Evid. 314(g)(2); United States v. Wallace, 34 M.J. 353 (C.M.A. 1992)(wallet on the accused’s person at the time of apprehension was within the scope of search incident to apprehension). 

(2)  Also, the passenger compartment of an automobile and containers within the passenger compartment may be searched as a contemporaneous incident to apprehension of an occupant of the automobile regardless of whether the person apprehended has been removed from the vehicle.  Mil. R. Evid. 314(g)(2); New York v. Belton, 453 U.S. 454 (1981).  

(3)   Specific fear that person apprehended possesses weapons or is capable of destroying evidence is not required.  United States v. Acosta, 11 M.J. 307 (C.M.A. 1981). 

b.  Search for other persons.  Mil. R. Evid. 314(g)(3).

(1) Search of attack area.  Apprehending officials may, incident to apprehension, as a precautionary matter and without probable cause or reasonable suspicion, look in closets and other spaces immediately adjoining the place of apprehension from which an attack could be immediately launched.  

(2) Protective sweep:  When an apprehension takes place at a location in which other persons might be present who might endanger those conducting the apprehension, a reasonable examination may be made of the general area in which such other persons might be located.  A reasonable examination under this rule is permitted if the apprehending officials have a reasonable suspicion based on specific and articulable facts that the area to be examined harbors an individual posing a danger to those in the area of the apprehension.  Maryland v. Buie, 494 U.S. 325 (1990).


6.  “Incident to” apprehension.   

a. There are temporal and spatial limitations on a search incident to a lawful arrest, However, even a substantial delay will not invalidate a search.  United States v. Curtis, 44 M.J. 106 (1996)(seizure of bloody clothes after custodial interrogation but at the time of entry into confinement was valid); United States v. Pechefsky, 13 M.J. 814 (A.F.C.M.R. 1982)(pat-down followed by a strip search 90-120 minutes after apprehension was deemed incident to the apprehension).  As stated in United States v. Edwards, 415 U.S. 800 (1974), once the accused is lawfully arrested and in custody, the effects in his possession at the place of detention that were subject to search at the time and place of arrest may lawfully be searched and seized without a warrant even though a substantial period of time has elapsed.  

b.   A search incident to apprehension does not depend upon probable cause to search, instead, its validity stems from the lawfulness of the apprehension.  United States v. Wallace, 34 M.J. 353 (C.M.A. 1992)(search incident to apprehension where apprehension occurred six weeks after offense was not “stale”).  Probable cause to apprehend is based on a belief that a crime has been committed, a fact that is unaffected by time.  Id.  Accordingly, the passage of time since the commission of the offense is not relevant to probable cause to apprehend.  Id.   

c.   If there is probable cause to apprehend at the time of the search and the apprehension is made in close proximity to the search, the search remains lawful regardless of whether it occurred before or after the apprehension.  United States v. Pond, 36 M.J. 1050 (A.F.C.M.R. 1993).  However, apprehension must actually be made in order to support the search.  United States v. Ward, 19 M.J. 505 (A.F.C.M.R. 1984).

G.  Searches Within Jails, Confinement Facilities, or Similar Facilities.  Mil. R. Evid. 314(h).

H.  Emergency searches to save life or for a related purpose, conducted in good faith in an effort to render immediate medical aid, obtain information that will assist in rendering aid, or prevent immediate or ongoing personal injury.  Mil. R. Evid. 314(i). 

1.   The Fourth Amendment does not bar police officers from making warrantless entries and searches when they reasonably believe that a person within is in need of immediate help.  Mincey v. Arizona, 437 U.S. 385 (1978).  The question is whether there is evidence that would lead a prudent and reasonable official to see a need to act.  United States v. Curry, 46 M.J. 733 (N.M.Ct.Crim.App. 1997), aff’d, 48 M.J. 115 (1998)(individual was in an apparent comatose condition.  Suicide gestures were common.  Officers justified in entering room and reading letters to obtain information that might assist in rendering aid).   

2.   The issue with searches conducted under either emergency or exigent circumstances without an authorization is not whether there was an actual emergency, but rather whether the searcher reasonably believed an emergency existed at the time of the search.  United States v. Korda, 36 M.J. 578 (A.F.C.M.R. 1992); United States v Gammon, 16 M.J. 646, 648 (A.F.C.M.R. 1983).

3. Warrantless entry into quarters reasonable where pleas for help were emanating.  United States v. Mons, 14 M.J. 575 (N.M.C.M.R. 1982), pet. denied, 15 M.J. 445 (C.M.A. 1983).  Intrusion was not reasonable where accused's wife had overdosed but was out of any danger when search for drugs was conducted.  United States v. Hays, 16 M.J. 636 (A.F.C.M.R. 1983).  

I.    Open fields/woodlands.  

1.   Although a landowner may have a subjective expectation of privacy, society will not recognize such an expectation as reasonable unless it involves areas immediately surrounding home (curtilage).  As a result, entries into these areas are not “searches” even though officers may have ignored signs, gates, or fences.  Oliver v. United States, 466 U.S. 170 (1984).

2.   In determining whether an area is curtilage, consider whether the area is close to the residence, was included within the enclosure surrounding the residence, the nature of the uses of the area, and whether the resident took steps to exclude the public from viewing the area.  United States v. Dunn, 480 U.S. 294 (1987).

J.  Other Searches.  Mil. R. Evid. 314.

IX.  LAWFUL SEIZURES: 

A.  Seizure of the person (Apprehension) is governed by R.C.M. 302.   


   B.  Seizure of property.  

1.  Abandoned property may be seized by any person without probable cause and without a search warrant or authorization.  Mil. R. Evid. 316(d)(1).  See, Section III, A.

2. Property or evidence may be seized with consent.  Mil. R. Evid. 316(d)(2). See, Section VIII, D.

3. Government property may be seized without probable cause and without a search warrant or authorization unless the individual has a reasonable expectation of privacy therein.  Mil. R. Evid. 316(d)(3).  See, Section III, B.

4. Property may be seized based on probable cause authorization to search/seize.  Probable cause to seize property exists when there is a reasonable belief that the property or evidence is an unlawful weapon, contraband, evidence of crime, or might be used to resist apprehension or to escape.  Mil. R. Evid. 316(b) & (d)(4)(a).  See, Section V.

5.   Property may also be seized if there are exigent circumstances and probable cause to seize.  Mil. R. Evid. 316(d)(4)(b).  See, Section V, G.
6.   Property may be seized under the plain view doctrine when (1) the property is in plain view; (2) the person observing the property is lawfully present; and, (3) the person observing the property has probable cause to seize it.  Mil. R. Evid. 316(d)(4)(c). 

a. Plain view.

(1) The fact that officers hoped to find evidence does not invalidate a “plain view” seizure if the officers are lawfully present.  Horton v. California, 496 U.S. 128 (1990)(inadvertence is not required); United States v. Thompson, 33 M.J. 217 (C.M.A. 1991)(plain view seizure was valid despite fact the OSI hoped to find additional evidence during the execution of a search warrant.  They did not exceed the scope of the warrant). 

(2) The contraband nature of the property must be readily apparent.  The official may not seize the item in plain view if seizure would require additional physical intrusion absent exigent circumstances.  Arizona v. Hicks, 480 U.S. 321 (1987)(seizure was not “plain view” where police officer had to move stereo receiver to view serial number to determine whether stereo was stolen); United States v. Wisniewski, 21 M.J. 370 (C.M.A. 1986)(exigent circumstances justified entry into room when individual observed distribution and use of drugs via window next to a public thoroughfare); United States v. Stoecker, 17 M.J. 158 (C.M.A. 1984)(unlawful seizure where agents opened a box.  Although the box was in plain view, the contents were not). 

b. Lawfully present.

(1) The plain-view doctrine allows officials conducting a lawful search to seize items in plain view if they are acting within the scope of their authority and have probable cause to believe the item is contraband or evidence of a crime.  United States v. Fogg, 52 M.J. 144 (1999), cert. denied, 120 S.Ct. 986 (officer who had information that accused used video and other high-tech equipment to record drug transactions had probable cause to seize videotapes). 

(2) OSI, who entered with civilian police executing a valid search warrant, not required to close their eyes to military property they saw in plain view.  United States v. Thompson, 33 M.J. 217 (C.M.A. 1991). 

(3) SF could enter apartment at invitation of the landlord who was lawfully on the premises.  United States v. Jacobs, 31 M.J. 138 (C.M.A. 1990)(security forces officer who observed what appeared to be stolen office equipment and recorded the serial numbers for later comparison did not violate Fourth Amendment). 

(4) Individual who, while in course of otherwise lawful activity, observed in a reasonable fashion property or evidence that the person had probable cause to seize, may do so.  United States v. Lewis, 11 M.J. 188 (C.M.A. 1981)(seizure of drugs lawful where NCO looked in window of barracks room in attempt to locate accused to advise him of his duties and saw drug activity).

(5) Officers on scene in response to an emergency are not required to close their eyes to items observed in plain view.  United States v. Rodriquez, 8 M.J. 648 (A.F.C.M.R. 1979). 

(6) Officers effecting a lawful apprehension could seize a white packet which fell to floor in plain view.  United States v. Lewis, 8 M.J. 754 (A.F.C.M.R. 1979).  

(7) Mail clerk could legitimately seize incriminating letter because reading the letter was lawful under regulations that allow for censorship of mail in confinement.  United States v. Mix, 35 M.J. 283 (C.M.A. 1992).

c. Probable cause to seize.

(1) Nexus to criminal activity must be apparent.  United States v. Reister, 44 M.J. 409 (1996)(opening a closed log book is a search even if the logbook itself is in plain view);  United States v. Brown, 12 M.J. 420 (C.M.A. 1982) (seizure of bonds unlawful because there was no basis for concluding they were stolen at the time); United States v. Sanchez, 10 M.J. 273 (C.M.A. 1981)(platoon sergeant lawfully seized a pipe he observed while lawfully walking through barracks.  He knew pipe was type normally used to smoke marijuana and accused had previously dealt with drugs).  

(2) The contraband character of the property must be readily apparent.  Arizona v. Hicks, 480 U.S. 321 (1987).  Policeman lawfully in accused’s home moved stereo receiver to view serial number to identify whether stereo was stolen; seizure held unlawful because the serial number was not in plain view.

7.   Unlawful weapons, contraband, evidence of crime, and bodily fluids may be seized during an inspection or inventory.  Mil. R. Evid. 313. 

C.  Generally, seizures may be only conducted by security forces, criminal investigators,       officers, or NCOs.  Mil. R. Evid. 316(e).

D.  Property may be detained temporarily on less than probable cause.  Mil. R. Evid. 316(d)(5).  

IX.  INSPECTIONS AND INVENTORIES:
A. Evidence obtained from inspections and inventories in the armed forces conducted in accordance with this rule is admissible at trial when relevant and not otherwise inadmissible under the Military Rules of Evidence.  Mil. R. Evid. 313(a).  

B.  Inspections.  Mil. R. Evid. 313(b).  

1. An inspection is an examination of the whole or part of a unit, organization, installation, vessel, aircraft or vehicle, including an examination conducted at entrance and exit points, conducted as an incident of command, the primary purpose of which is to determine and to ensure the security, military fitness, or good order and discipline.  Mil. R. Evid. 313 (b).

2. An inspection may include, but is not limited to, an examination to determine and to ensure that any or all of the following requirements are met:  that the command is properly equipped, functioning properly, maintaining proper standards of readiness, sea, or airworthiness, sanitation and cleanliness, and that personnel are present, fit, and ready for duty.  An inspection also includes an examination to locate and confiscate unlawful weapons and other contraband.  An order to produce body fluids, such as urine, is permissible in accordance with this rule.  Mil. R. Evid. 313 (b).

3. An examination made for the primary purpose of obtaining evidence for use in a trial by court-martial or in other disciplinary proceedings is not an inspection within the meaning of this rule.  Mil. R. Evid. 313 (b).

4. If the purpose of an inspection is to locate weapons or contraband, and if: (1) the examination was directed immediately following a report of a specific offense and was not previously scheduled; (2) specific individuals are selected for examination; or, (3) persons examined are subjected to substantially different intrusions during the same examination, the prosecution must prove by clear and convincing evidence that the examination was an inspection within the meaning of this rule.  Mil. R. Evid. 313 (b).

5. Inspections shall be conducted in a reasonable fashion and shall comply with Mil. R. Evid. 312, if applicable.  Mil. R. Evid. 313 (b).

6. Inspections may utilize any reasonable natural or technological aid and may be conducted with or without notice of those inspected.

7. Unlawful weapons, contraband, or other evidence of crime located during an inspection may be seized.   
 

C.  Inspections generally.  

1. The traditional military inspection is not considered a "search" within the meaning of the Fourth Amendment.  For an extensive discussion of the historical legal basis for inspections in the military, see the analysis to Mil. R. Evid. 313.  MCM, Drafter’s Analysis, A22-26.

2.  Military inspections are time-honored and go back to the earliest days of the organized militia.  The inspection has traditionally been a tool for the commander to use in ensuring the overall fitness of his unit to perform the military mission.  No service person whose area is subject to inspection may reasonably expect any privacy which will be protected from the inspection.  The service member would not normally expect it, and if he did, the parent society would not be willing to honor that expectation.  United States v. Bickel, 30 M.J. 277 (C.M.A. 1990), citing, United States v. Middleton, 10 M.J. 123 (C.M.A. 1981).

 D.  Incident of command.  The drafter’s analysis to Mil. R. Evid. 313 and the Air Force Court of Criminal Appeals has taken an expansive view of “incident to command.”  

1. The drafters of the Military Rules of Evidence used the term “incident of command” as opposed to “commander” perhaps anticipating military exigencies.  The analysis of Mil. R. Evid. 313 states “unless authority to do so has been withheld by competent superior authority, any individual placed in a command or appropriate supervisory position may inspect the personnel and property within his or her control.”  United States v. Moore, 45 M.J. 652 (A.F.Ct.Crim.App. 1997)(citations omitted), rev. denied, 48 M.J. 21 (1998); MCM Drafter’s Analysis, A22-22.

a. In Moore, the Air Force Court of Criminal Appeals held a group commander had the authority to include a member in his unit sweep even though she was not assigned to the group because his unit was responsible for her training, drafter her performance report, and supervised her daily work. The unit sweep was “incident to command” and the commander was in “an appropriate supervisory position” as envisioned by the drafters of the rules of evidence.  Id.

b.  The Court had previously held a commander had the authority to include in a unit sweep a reservist in who was called to active duty and assigned to work in his squadron despite the fact his reserve unit maintained administrative control over him.  He exercised functional command and was recognized as commander of everyone within the squadron.  United States v. Evans, 37 M.J. 867 (A.F.C.M.R. 1993), rev. denied, 39 M.J. 401 (1993).

2. Mil. R. Evid. 313 does not require the commander to authorize the inspection in writing.  United States v. Stinger, 37 M.J. 120 (C.M.A. 1993).  However, written authorization may be required by regulation.    

PRACTICE TIP:  The best practice is for the commander to set out, in writing, the authority, policy, and specific procedures for conducting the inspection.  If the inspection is later contested, that document will be considered by the court in determining the validity of the inspection.  United States v. Stringer, 37 M.J. 120 (C.M.A. 1993); United States v. Jones, 24 M.J. 294 (C.M.A. 1987). 

3. The exercise of some discretion by implementing subordinates does not, per se, invalidate an inspection, providing the subordinates are operating within the overall directives or guidance of the superior, and their actions are not designed or intended to act as subterfuge for focusing on a particular individual.  United States v. Brown, 35 M.J. 877 (A.F.C.M.R. 1992)(execution of base urinalysis program was within the commander’s dictate of using a randomly generated computer list despite the fact they used additional methods of randomly selecting individuals); United States v. Jones, 24 M.J. 294 (C.M.A. 1987)(gate inspection valid even though officers executing had discretion to determine the “random” method of selection and believed they had further discretion to amend the method based on traffic conditions).    

a.  The Air Force Court of Criminal Appeals has even held a squadron section commander who was directed to execute an inspection had the authority to expand the scope of the inspection to include another section based on general guidance provided by the commander.  United States v. Evans, 37 M.J. 867 (A.F.C.M.R. 1993), rev. denied, 39 M.J. 401 (1993).  

b.  Date of an inspection is “random” even if objective and practical concerns are taken into consideration in setting the date.  United States v. Johnston, 24 M.J. 271 (C.M.A. 1987)(date for urinalysis was still randomly determined based on presence of members to be tested, availability of members to conduct the tests, and conflicts with other command operations).

E.  It is not a valid inspection if the primary purpose is to obtain evidence for trial/disciplinary action.  The primary purpose must be to determine/ensure security, military fitness, or good order and discipline.  

1.  An "inspection" which is in reality a subterfuge for a traditional search for evidence of crime must be supported by probable cause and reasonably conducted.  United States v. Neal, 41 M.J. 855 (A.F.Ct.Crim.App. 1994)(not a valid inspection where officer opened a drawer because his primary purpose was to gather evidence);  United States v. Thatcher, 28 M.J. 20 (C.M.A. 1989); United States v. Moore, 23 M.J. 295 (C.M.A. 1987).

2.  A mixed purpose inspection is legally permissible as long as the primary purpose is unit readiness.  United States v. Jackson, 48 M.J. 292 (1998)(CC’s primary motive was unit readiness and locating contraband; the fact he considered evidence could be used for disciplinary action did not invalidate the inspection); United States v. Shover, 45 M.J. 119 (1996)(UA inspection directed after drugs were planted in officer’s briefcase valid because the primary purpose was to reduce finger-pointing and improve morale); United States v. Gardner, 41 M.J. 189 (C.M.A. 1994)(UA was a valid inspection despite the fact the results are routinely turned over to law enforcement).  

F. Locating weapons or contraband is a valid purpose for an inspection.  Note:  Every urinalysis inspection is an inspection for contraband, i.e. controlled substances.  However, if one of the following categories applies, the government must prove by clear and convincing evidence that it was a valid inspection.  

1.  Directed immediately following a report of a specific offense and was not previously scheduled.  

a. So long as the primary purpose of the examination is “unit readiness” and not disciplinary proceedings, it is permissible both for an inspection to take place after the commander receives specific information about the presence of contraband and for an inspection for weapons or contraband to result in disciplinary proceedings.  United States v. Jackson, 48 M.J. 292 (1998).  

b. Commander’s testimony that his primary motive in directing the inspection was unit readiness and to find out “what the unit was like for drugs…if there was any contraband” was clear and convincing evidence that the inspection was valid despite the fact it was conducted immediately after a report of drug distribution in the dorm.  Id.  

c. The Court of Military Appeals upheld an inspection where substance abuse officers had reports of drug use within a section and recommended the commander test that section.  The commander had previously decided to conduct a unit inspection based on valid criteria but had not decided what part of the unit to test.  He tested that section based on the recommendation of the substance abuse officers.  The court declined to attribute the knowledge of the substance abuse officers to the commander and ruled this a valid inspection.   United States v. Taylor, 41 M.J. 168 (C.M.A. 1994), cert. denied, 513 U.S. 1153 (1998).  

2.  Specific individuals selected.

a. The commander may not pick and choose the members who will be subject to the inspection.  The inspection must be performed on a nondiscriminatory basis pursuant to policy or guidance that eliminates the opportunity for arbitrariness.  United States v. Campbell, 41 M.J. 177 (C.M.A. 1994)(citations omitted)(“inspection” was not valid where first sergeant compiled the list of members to be tested based on suspected drug activity); United States v. Thatcher, 28 M.J. 20 (C.M.A. 1989)(search did not qualify as an inspection because accused was suspected of stealing tools and was targeted).  

b. If a commander tests only a part of the unit, the government must prove by clear and convincing evidence the persons inspected were not principally chosen on the basis of suspected criminal activity.  Id; United States v. Evans, 37 M.J. 867 (A.F.C.M.R. 1993), rev. denied, 39 M.J. 401 (1994)(valid inspection where because of limited quotas, the commander selected sections of his unit to be tested based on daily operation of, or working around, heavy equipment and aircraft).  

c. Proof that the selection was based on standard criteria or routine practice has been recognized as clear and convincing evidence.  Id; United States v. Davis, 54 M.J. 690 (AFCCA 2001)(regulation requiring all persons placed into confinement be tested was a valid inspection); United States v. Bickel, 30 M.J. 277 (C.M.A. 1990)(directive that all persons who test positive in a urinalysis be re-screened the following month was a valid inspection); Murray v. Haldeman, 16 M.J. 74 (C.M.A. 1963)(requiring all persons reporting to a particular school to be tested was a valid inspection). 

3.   Persons subjected to different intrusions.

a. The clear and convincing standard is only triggered if the different degree of intrusion is based on a conscious decision.  United States v. Pappas, 30 M.J. 513 (A.F.C.M.R. 1990)(inspection valid despite fact some members not tested because they were excluded due to oversight and inattention not a conscious decision);  United States v. Parker, 27 M.J. 522 (A.F.C.M.R. 1988)(inspection not valid where commander decided to excuse a member from testing based on his good record and demanding work schedule). 

b. A member is subjected to a substantially different intrusion if his urine sample in singled out for additional testing.  United States v. Konieczka, 31 M.J. 289 (1990).

G.  The inspection must be conducted in a reasonable fashion.  

1.   Governmental action can infringe on a member’s Fourth Amendment rights no more than is reasonably necessary to ensure the commander protects the substantial governmental interests.  United States v. Hayes, 11 M.J. 249 (C.M.A. 1981), citing, Brown v. Glines, 444 U.S. 248 (1980).  Accordingly, an inspection must be examined to determine whether its scope was limited in accordance with its legitimate governmental purpose.  Id. (citations omitted);  United States v. Brown, 12 M.J. 420 (C.M.A. 1982) (examining personal papers during health and welfare inspection unreasonable);  United States v. King, 2 M.J. 4 (C.M.A. 1981)(searching person as part of health and welfare inspection unreasonable).

2.   If an intrusion is not specifically authorized by the terms of the inspection, it may still be upheld if the purposes of the inspection would be served by the challenged activity.  United States v. Ellis, 24 M.J. 370 (C.M.A. 1987)(opening an unlocked shaving kit hanging off the headboard was within the purpose of the inspection, to check for neatness and cleanliness); United States v. Evans, 37 M.J. 867 (A.F.C.M.R. 1993), rev. denied, 39 M.J. 401 (1993)(squadron section commander had the authority to expand the scope of the inspection to include another section based on general guidance provided by the commander).  

3.   A commander is not prohibited from engaging expert assistance in structuring and conducting the inspection and ensuring proper disposition of weapons or contraband found.  United States .v Jackson, 48 M.J. 292 (1998)(presence of drug dogs and CID agents during the inspection and posting of guards at the doors was reasonable and did not invalidate inspection).  Likewise, the commander is not prohibited from taking steps to ensure weapons and contraband are not removed during the search.  Id.   

H.  Use of Reasonable Natural or Technological Aids is Permissible.  United States v. Jackson, 48 M.J. 292 (1998)(drug dogs); United States v. Middleton, 10 M.J. 123 (C.M.A. 1981)(drug dogs).

         I.  Urinalysis.

1.  Requiring service members to produce urine samples is a method of conducting a contraband inspection under Mil. R. Evid. 313 and does not violate the Constitution.  United States v. Gardner, 41 M.J. 189 (C.M.A. 1994).

2.  Requiring a service member to stay in a room and consume fluids until he has to urinate is reasonable as part of an inspection.  United States v. Mitchell, 15 M.J. 937 (N.M.C.M.R. 1983). 

3.  If the urinalysis testing does not qualify as a valid inspection, it will be considered a  “command-directed” search.  United States v. Heupel, 21 M.J. 589 (A.F.C.M.R. 1985).  The results of a command-directed urinalysis are not admissible in evidence because a command-directed urinalysis is based upon “reasonable suspicion” rather than probable cause and does not fit any of the recognized exceptions to the probable cause requirement of the Fourth Amendment.  United States v. McCastle, 40 M.J. 763 (A.F.C.M.R. 1994), aff’d, 43 M.J. 438, op. mod. on recon., 44 M.J. 77 (C.M.A.), cert. denied, 517 U.S. 1246 (1996).  For more detailed information on command-directed urinalysis and their uses, see MJDB, Chapter 8.
a.  Admissibility of a urinalysis is governed by the facts and circumstances surrounding collection rather than the label given by those who collected it.  United States v. Davis, 54 M.J. 690 (A.F.Ct.Crim.App. 2001), citing, United States v. Pompey, 32 M.J. 547 (A.F.C.M.R. 1990), aff’d, 33 M.J. 266 (C.M.A. 1991);  United States v. Streetman, 43 M.J. 752 (A.F.Ct.Crim.App. 1995). 

b.  If a service member refuses to submit a urine specimen or submits a substituted specimen during an inspection, the commander can issue a subsequent order to submit a specimen.  That urine sample will still be considered part of a valid inspection and will not be considered “command-directed”.  United States v. Streetman, 43 M.J. 752 (A.F.Ct.Crim.App. 1995), rev. denied, 44 M.J. 270 (1996)(initial refusal to provide random urinalysis specimen, followed by direct order to do so, did not change requirement into an inadmissible, "command directed" urinalysis); United States v. Moeller, 30 M.J. 676 (A.F.C.M.R. 1990), pet. denied, 32 M.J. 14 (C.M.A. 1990)(entire random urinalysis collection lost in mail, subsequent order to reconduct test not "command directed");  United States v. Nand, 17 M.J. 936 (A.F.C.M.R. 1984)(submission of tap water for medically required urinalysis, followed by order to provide another specimen; second specimen still qualified as intrusion for valid medical purpose notwithstanding it was also screened for drugs). 


  J.   Gate Inspections.  

1.  The installation commander determines when, where, and how to implement random checks of vehicles and pedestrians.  The commander conducts the checks to protect the security of the command and to protect government property.  The installation commander and the staff judge advocate must approve the program quarterly.  AFI 31-209, para. 2.5.6.

2.  A gate inspection is valid even if officers executing it have some discretion provided the inspection is planned and carried out for the general purpose of maintaining security and not to single out a particular person or vehicle.  United States v. Jones, 24 M.J. 294 (C.M.A. 1987).    

3.  Gate searches on a foreign military installation are presumed reasonable even if gate guards exercise broad discretion.  United States v. Stinger, 37 M.J. 120 (C.M.A. 1993).

K. Inventory. 

1. Unlawful weapons, contraband, or other evidence of crime discovered in the process of an inventory, the primary purpose of which is administrative in nature, may be seized.  Inventories shall be conducted in a reasonable fashion and shall comply with Mil. R. Evid. 312, if applicable.  An examination made for the primary purpose of obtaining evidence for use in a trial or in other disciplinary proceedings is not an inventory with the meaning of this rule.  Mil. R. Evid. 313(c). 

2.  Inventories conducted in accordance with service regulations and customs have generally been upheld as long as the inventory was not a subterfuge search.  United States v. Jasper, 20 M.J. 112 (C.M.A. 1985)(inventory of overseas, off‑base apartment of AWOL soldier lawful.  Facts demonstrated CC made a good-faith effort to comply with regulations and did not use the inventory as subterfuge for an illegal search); United States v. Barnett, 18 M.J. 166 (C.M.A. 1984)(inventory incident to pretrial confinement was lawful); United States v. Law, 17 M.J. 229 (C.M.A. 1984)(inventory of effects of reassigned service member IAW established policy was lawful); United States v. Simpson, 12 M.J. 732 (A.F.C.M.R. 1981)(“inventory” that terminated as soon as stolen property was located was invalid).

3.  In the absence of procedural regulation, military administrative need can justify inventorying and securing valuables.  United States v. Dulus, 16 M.J. 324 (C.M.A. 1983)(inventory and securing of valuables in automobile parked on installation was justified by administrative need when owner was placed in pretrial confinement).

4. The primary purpose of the inventory must be administrative.  However, a secondary purpose of determining whether there is any evidence of a crime in the belongings does not invalidate the inventory.  United States v. Barnett, 18 M.J. 166 (C.M.A. 1984)(pretrial confinement inventory was lawful even though the commander expected to find evidence and CID agents were allowed to be present); United States v. Law, 17 M.J. 229 (C.M.A. 1984)(inventory lawful despite the fact it was not initiated until after investigators informed CC accused was a suspect in a larceny).       

5.    Those conducting the inventory may not exceed the scope of that inventory.  The courts will consider the purpose of the inventory and objectively assess the facts and circumstances known by the individual searching to determine whether the scope of the search was reasonable.  Florida v. Wells, 495 U.S. 1 (1990)(evidence found in closed container during inventory not admissible absent an official policy governing which closed containers were to be opened during such searches); United States v. Jasper, 20 M.J. 112 (C.M.A. 1985)(it was reasonable to open envelope not addressed to accused.  The purpose of the inventory was to identify, inventory, and transport the accused’s belongings.  Opening the letter established ownership); United States v. Law, 17 M.J. 229 (C.M.A. 1984)(reading a note in a suitcase to identify the owner was reasonable).

XI.  BODY VIEWS AND INTRUSIONS:
A.  Basic Principles.

1.   Whether under the heading of Fifth (or Fourteenth) Amendment due process, or Fourth Amendment probable cause/reasonableness, stricter standards have been applied to searches of the body.  United States v. Pyburn, 47 C.M.R. 896 (A.F.C.M.R. 1973).

2. Fifth Amendment right against self-incrimination generally affords no protection against taking physical evidence from the body.  Schmerber v. California, 384 U.S. 757 (1966) (blood specimen drawn from a driver who had been arrested for drunk driving, but refused voluntary blood test).  Other acts considered non-testimonial or communicative in nature include:  taking a urine sample, taking fingerprints, compelling handwriting, compelling voice exemplars, and requiring a suspect to don or remove clothes.  United States v. Oxfort, 44 M.J. 337 (1996)(citations omitted), cert. denied, 519 U.S. 1059 (1997).  

3. The Fourth Amendment may govern not only the invasion of the body to secure the evidence, but the seizure of the person to make the invasion as well.  Schmerber; Davis v. Mississippi, 410 U.S. 283 (1973).

B.  Visual Examination of the Body.  Mil. R. Evid. 312(b). 

1.  Generally must be based on consent or probable cause search authorization.  There are a number of other potential bases, but you are unlikely to see them (no pun intended) in our practice:   border, emergency, entry/exit, jail house, and inspection/inventory.

2.  Must be conducted in a reasonable manner and, if possible, by a member of the same  sex.

3.  A servicemember has no legal basis to withhold fingerprints from military authorities, provided that the manner of collection is reasonable.  United States v. Fagan, 28 M.J. 64 (C.M.A. 1989).  There is no reasonable expectation of privacy in the visual examination of accused's forearms for needlemarks.  United States v. Repp, 23 M.J. 589 (A.F.C.M.R. 1986).

C.  Intrusion into Body Cavities.  Mil. R. Evid. 312(c).  

1.   Intrusion in mouth, nose, and ears is treated the same as visual examination.

2.   Search must be based upon consent or probable cause search authorization.  There is also a limited jail house exception.

3.   Must be conducted in a reasonable manner and by a person with appropriate medical qualifications.

4.   Seizure is authorized when there is a clear indication that weapons, contraband, or evidence of a crime is present, and it was discovered incident to a body view or body cavity search under this rule or was in plain view.   

D.  Extraction of Bodily Fluids.  Mil. R. Evid. 312(d).

1. Search must be based on consent, probable cause search authorization, or probable cause/exigent circumstances, i.e. you have probable cause and the delay to get search authorization could result in the destruction of evidence.  United States v. Pond, 36 M.J. 1050 (A.F.C.M.R. 1993)(no exigent circumstance for seizing urine to detect the presence of drugs because the metabolites stay in the system for several hours/days).

2.   Must be conducted in a reasonable manner and by a person with appropriate medical qualifications.

3.   Ordering a service member to provide urine specimen is not an “extraction” within the meaning of this rule.  Murray v. Haldeman, 16 M.J. 74 (C.M.A. 1983).

E.  Other Intrusive Searches.  Mil .R. Evid. 312(e).

1. Must be based on consent or probable cause search authorization.

2. Must be conducted in a reasonable manner by a person with appropriate medical qualifications.

3. Must not endanger the health of the person to be searched.

4. Only a suspect or an accused may be compelled to submit to an intrusive search for the sole purpose of obtaining evidence of a crime.

5. Compelling a person to ingest substances to locate property or compel elimination is a search within the meaning of this section. 

F. Intrusions for Valid Medical Puposes.  Mil. R. Evid. 312(f).  

1.   Evidence obtained from an examination or intrusion conducted for a valid medical purpose may be seized and is not an unlawful search or seizure. 

2.  Where nurse catheterized accused to obtain urine sample to determine medical condition and continued procedure to obtain urine for a command-directed sample, there was de minimus impact and no violation of the Fourth Amendment.  United States v. Fitten, 42 M.J. 179 (1995).   

3.   Blood alcohol test taken at hospital after car accident in accordance with standard procedure valid despite the fact the results did not affect his treatment.  United States v. Maxwell, 38 M.J. 148 (C.M.A. 1993).

XII.  EXCLUSIONARY RULE AND ITS EXCEPTIONS 

A. The Exclusionary Rule is not constitutionally mandated for violations of the Fourth Amendment.  Rather, it is a judicially created remedy designed to deter improper police conduct.  United States v. Leon, 468 U.S. 897 (1984)(citations omitted); United States v. Williams, 54 M.J. 626 (A.F.Ct.Crim.App. 2000).  

B. Evidence obtained as a result of an unlawful search or seizure made by a person acting in a government capacity is inadmissible against the accused in a court-martial.  Mil. R. Evid. 311.  However, only Fourth Amendment violations mandate exclusion, not violation of regulations: 

1.   The exclusionary rule does not apply to a violation of a DoD or service directive unless the limitations in the directive were directly tied to the protection of individual rights.  United States v. Guzman, 52 M.J. 318 (2000)(evidence obtained as a result of a wire tap not initiated in conformity with the service wire taping regulation would not be suppressed unless the regulation contained an exclusionary rule or he relied on the regulation to his detriment)(citations omitted);  United States v. Allen, 53 M.J. 402 (2000)(failure to coordinate warrant with US Attorney as required by regulation is not unreasonable conduct that violates the accused’s Fourth Amendment protections)

2.   Minor deviations from urinalysis regulation did not render urine sample inadmissible.  United States v. Beckett, 49 M.J. 354 (1998);  United States v. Pollard, 27 M.J. 376 (C.M.A. 1989).  However, gross deviations from urinalysis regulation did allow exclusion of positive test results.  United States v. Strozier, 31 M.J. 283 (C.M.A. 1990).

3.   Failure to comply with federal statute and regulation requiring notice before obtaining bank records did not mandate exclusion of records.  United States v. Wooten, 34 M.J. 141 (C.M.A. 1992).

 4.   Failure to use primary magistrate in violation of regulation did not require suppression of evidence because the regulation did not establish its own exclusionary rule.  United States v. Agosto, 43 M.J. 745 (A.F.Ct.Crim.App. 1995).

C. Exceptions to the rule.

1.  Good Faith Exception.   

a. The Supreme Court recognized in United States v. Leon the “good faith” exception in cases where the official executing the warrant relied on the magistrate’s probable cause determination and the technical sufficiency of the warrant, and that reliance was “objectively reasonable”.  468 U.S. 897 (1984).  The court listed four circumstances where the good faith exception would not apply:

(1)  the search authority was mislead by information in an affidavit that the affiant knew was false or would have know was false except for his reckless disregard for the truth; 

(2)  the search authority wholly abandoned his neutral and detached judicial role or was a mere rubber stamp for the police; 

(3)  the authorization was based on an affidavit so lacking in indicia of probable cause as to render official belief in its existence entirely unreasonable; or 

(4)  the authorization is so facially deficient-i.e. in failing to particularize the place to be searched or the things to be seized-that the executing officers cannot reasonably presume it to be valid.  

b. Mil. R. Evid. 311 sought to incorporate the good faith exception as established by the Supreme Court.  United States v. Carter, 54 M.J. 414 (2001), citing the Drafters Analysis of Mil. R. Evid. 311(b)(3).  Mil. R. Evid. 311(b)(3) provides that evidence obtained as a result of an unlawful search or seizure may be used if:  

(1) the search or seizure resulted from an authorization issued by an individual competent to issue the authorization under Mil. R. Evid. 315 or by competent civilian authority;

(2) the individual issuing the authorization/warrant had a substantial basis for determining the existence of probable cause;

(3) the officials seeking and executing the authorization/warrant reasonably and with good faith relied on the issuance of the authorization/warrant.  Good faith shall be determined by an objective standard.  

c. Analyzing Mil. R. Evid. 311 in light of Leon.  Mil. R. Evid. 311 does not establish a more stringent standard than Leon.   

(1) The first prong is identical to the civilian rule.  

(2) The second prong addresses the first and third Leon exceptions, i.e. the affidavit must not be intentionally false, and it must be more than a “bare bones” recital of conclusions.  It must contain sufficient information to permit the individual executing the authorization/warrant to reasonably believe there is probable cause.

(3) The second prong uses the phrase “substantial basis” which is the same standard used in Gates to review a magistrate’s probable cause determination.  As a result, any search that failed the Gates probable cause test would also fail the second prong of the good faith exception test.  Thus, CAAF construes this language as examining whether the affidavit and search authorization has “substantial basis” viewed through the eyes of a reasonable law enforcement official executing the authorization.  “The second prong is satisfied if the law enforcement official had an objectively reasonable belief that the magistrate had a substantial basis for determining the existence of probable cause.” 

(4) The third prong addresses the second and fourth Leon exceptions, i.e. objective good faith cannot exist when the police know the magistrate is merely rubber stamping their request or when the warrant is facially defective.

   United States v. Carter, 54 M.J. 414 (2001) 

d.   Case law interpreting the good faith exception.  

(1) Good faith exception would have applied if probable cause was lacking. United States v. Gallo, 55 M.J. 418 (2001)(there were no intentional misstatements nor was it a bare bones affidavit); United States v. Henley, 53 M.J. 488 (2000)(agents believed they were executing a valid warrant and did not act outside the scope of the warrant); United States v. Agosto, 43 M.J. 745 (A.F.Ct.Crim.App. 1993)(alternate magistrate has a substantial basis for determining probable cause existed and agents seeking it and executing it reasonably and in good faith relied upon it).  
(2) Good faith exception applied because military magistrate was authorized to issue search authorization; the affidavit was detailed and well balanced going far beyond “bare bones” by identifying sources, conflicts, and gaps in the information; there was no evidence of intentionally or recklessly omitted or misstated information; the agent had an objectively reasonable belief that the magistrate had “substantial basis” for concluding there was probable cause; the magistrate did not rubber stamp the request; and the search authorization was not facially deficient.  United States v. Carter, 54 M.J. 414 (2001).

(3) CAUTION.  The following case was decided prior to Carter.  JAJG is of the opinion Carter effectively overruled the good faith analysis in this case. No good faith exception because commander did not have a substantial basis for concluding PTC was appropriate or required by the circumstances. United States v. Williams, 54 M.J. 626, rev. denied, 54 M.J. 455 (2001).

(4) Even if the probable cause determination had lacked substantial basis, the evidence would have been admissible under the good faith exception.  Agent acted in objective good faith in seeking and executing the warrant.  He sought legal advice, disclosed the source of information, and acted with restraint in executing the warrant.  Further, there is no indication the search authority wholly abandoned his judicial role or that the authorization was facially deficient.  United States v. Monroe, 52 M.J. 326 (2000)(affidavit, standing alone, provided substantial basis for probable cause despite only stating “graphic pornographic photographs”  were to be seized.  The court noted it would have been preferable to include sample images or give a more detailed description of what was depicted so the search authority could make an independent determination under the totality of the circumstances whether the material was obscene).  

(5) Good faith exception applies where agents relied on a defective warrant in doing their search.  Good faith exception did not apply in this case because  AOL had already conducted a search and compiled information including contents of mailboxes not listed on the warrant in anticipation of receiving the warrant.  No warrant was relied upon to search those accounts.  United States v. Maxwell, 45 M.J. 406 (1996).

(6) Even if search authorization was flawed because the primary magistrate was available but was not used, the fruits of the search would be admissible under the good faith doctrine.  United States v. Agosto, 43 M.J. 745 (A.F.Ct.Crim.App. 1995)(alternate magistrate has a substantial basis for determining probable cause existed and agents seeking it and executing it reasonably and in good faith relied upon it).

(7) Good faith exception inapplicable because commander acted as a mere rubber stamp and relied in blind faith on the investigator’s conclusory statements.  Further, investigators did not act reasonably or in good faith in that they failed to clarify ambiguous information, failed to develop the factual basis of the informant’s knowledge, and exaggerated information to the commander.  United States v. Washington, 39 M.J. 1014 (A.C.M.R. 1994). 

(8) Commander, with general authority to authorize searches, acting on the advice of his SJA, authorized the search of an off-base apartment which was not military property and over which he had no command authority.  The good faith exception was applied because the officer executing the search reasonably believed the commander had authority to authorize search.  United States v. Chapple, 36 M.J. 410 (C.M.A. 1993).

(9) Commander did have control over the area searched.  Even if he had not, the good faith exception would apply because he had probable cause and a reasonable belief that he could authorize the search.  United States v. Mix, 35 M.J. 283 (C.M.A. 1992).

(10) Good faith exception applies to commanders.  However, the commander must be impartial which incorporates the neutral and detached requirements of Ezell.  Commander must also understand probable cause and be capable of determining whether probable cause exists.  United States v. Lopez, 35 M.J. 35 (C.M.A. 1992)(commander was impartial authorizing official, there was a substantial basis for finding probable cause, and the authorization was reasonably relied upon and executed in good faith).

(11) Good faith exception applied where reasonable police officers would have concluded the warrant authorized a search for items listed in the affidavit even though the warrant, on its face, authorized a search for something else due to a typographical error.  Massachusetts v. Sheppard, 468 U.S. 981 (1984).



   e.  Other guidance.  Analysis of Mil. R. Evid. 311(b)(3). See, MCM, A22-18.

(1) Commanders cannot be equated constitutionally to magistrates.  As a result, commander’s authorizations may be closely scrutinized for evidence of neutrality.  Advice of a judge advocate is an important consideration.

(2) Other considerations include: the level of command, whether the commander had training in/knowledge of the rules relating to search and seizure, whether the rule governing the search/seizure was clear, whether the evidence supporting the authorization was given under oath, whether the authorization was reduced to writing, and whether the defect was form or substance.  

2.  Inevitable Discovery.  Evidence that was obtained as a result of an unlawful search or seizure may be used when the evidence would have been obtained even if such unlawful search or seizure had not been made.  Mil. R. Evid. 311(b)(2)

a.  The inevitable discovery exception was first recognized by the Supreme Court in Nix v. Williams, 467 U.S. 431 (1984)(accused directed police to murder victim's body after illegal interrogation.  A systematic search of the area where body was found was being conducted by 200 volunteers.  Pictures of victim’s body were admissible because the body would have inevitably been discovered).  The test is whether the evidence would have ultimately or inevitably been discovered through lawful means.  Id.  The government need not show the absence of bad faith.  Id.

b.  The Court of Appeals for the Armed Forces had previously recognized inevitable discovery in United States v. Kozak. 12 M.J. 389 (C.M.A. 1982).  

c.  Tangible evidence, primary or derivative.     

(1)   Inevitable discovery did not apply to urinalysis sample absent evidence that commander would have ordered a probable cause search.  United States v. Williams, 54 M.J. 626 (2000), rev. denied, 54 M.J. 455 (2001).  

(2)  Agents asked representative of computer service provider whether a warrant was required for transactional records in a log format without the accompanying text.  After consultation with legal counsel, the representative said no warrant was required and provided the information requested.  A warrant would have inevitably been obtained for these same records.  United States v. Allen, 53 M.J. 402 (2000).

(3)  When the routine procedures of a law enforcement agency would inevitably find the same evidence, the rule of inevitable discovery applies even in the absence of a prior or parallel investigation.  United States v. Owens, 51 M.J. 204 (1999)(citations omitted)(officer observed stereo equipment with cut wires in car.  He was aware of car burglaries in town a few days earlier.  Accused gave consent to search but terminated the search before the police completed it.  Officer told accused he was seizing the car and would try to get a search warrant.  Accused consented to further search.  Second consent found to be involuntary.  However, evidence would have been inevitably discovered.  There was no reasonable likelihood that the officer would have abandoned his efforts to search the automobile at that point).

(4)  Whether the files maintained under a second identity would have eventually been discovered is a matter of mere speculation and conjecture.  As a result, the files would not have been inevitably discovered.  United States v. Maxwell, 45 M.J. 406 (1996). 

(5)  Even if consent was not valid, items taken from girlfriend’s home would have been inevitably discovered because the accused confessed he had hidden the murder weapon and some fruits of the crime in his girlfriend’s home while the search was ongoing.  The court had no doubt the investigation would have included a search of that residence.  United States v. Loving, 41 M.J. 213 (1994), aff’d, 517 U.S. 748 (1996).

(6)  The inevitable discovery rule does not cover instances where sufficient information existed for a probable cause search authorization, but the information was not provided to the commander or the owner would have consented but was never asked.  United States v. Johnson, 21 M.J. 553 (A.F.C.M.R. 1985).  Note:  this holding is inconsistent with subsequent holding by CAAF.  Specifically, Allen, Owens, Loving, supra.  

 d.  Witness testimony derived from illegal search.  

(1)  The exclusionary rule generally bars admission of live-witness testimony obtained through exploitation of police illegality.  The testimony may be admitted if the link to underlying illegality is sufficiently attenuated; if it is derived from a source independent of police illegality; or, if it would have been inevitably discovered absent police illegality.  United States v. Kaliski, 37 M.J. 105 (C.M.A. 1993)(police illegally observed accused and witness in flagrante delicto.  Although police identified witness through an independent source, it is unlikely they would have interviewed her in the absence of concrete evidence of misconduct.  Further, there is no evidence that her testimony was an independent act of free will on her part.  As a result, her testimony would not have been inevitably discovered)(citations omitted).

(2)  After an accused challenges the illegality of a search which led to a witness’ testimony, the prosecution has the burden of showing, by a preponderance of the evidence, that there is: (1) "a reasonable probability” that the contested evidence would have been discovered by lawful means in the absence of the police misconduct; and, (2) that the government was actively pursuing a substantial alternate line of investigation at the time of the constitutional violation.  Id.  

(3)  Where live witness testimony is involved, it is not enough to determine whether the witness would have been discovered independent of police illegality.  Unlike real or documentary evidence, live-witness testimony is the product of will, perception, memory, and volition.  Accordingly, the degree of free will exercised by a witness is relevant in determining whether to apply the exclusionary rule to witness testimony.  In order for the testimony to be admissible notwithstanding police illegality, the prosecution must establish the witness’ independent act of free will broke the chain of causation and caused the witness to testify.  Id.     
e.  Confession derived from illegal search.  

(1)  Member identified accused as a drug user.  Accused also tested positive on an illegally obtained urinalysis.  Accused was confronted with the test results and confessed.  Confession derived from illegal search and was inadmissible.  United States v. Campbell, 41 M.J. 177 (C.M.A. 1994).


(2)  Citing Kaliski, the Court of Military Appeals held it is not enough to determine the witness would have been discovered.  The degree of free will exercised by a witness is relevant.  Based on the evidence presented, it would have been speculation to find the accused would have made a statement to CID solely because of a statement by another member.  As a result, the fact that the government would have focused on the accused as a suspect anyway is insufficient evidence to conclude the confession would have inevitably been procured.  Id. (citations omitted).   

3.   Derivative evidence not obtained as a result of an unlawful search-Attenuation of Taint.  Mil. R. Evid. 311(e)(2).

a.   Derivative evidence, or the so called "fruit of the poisonous tree," may be admitted against the accused only if the military judge finds by a preponderance of the evidence that the evidence was not obtained as a result of an unlawful search and seizure.  Wong Son v. United States, 371 U.S. 471 (1963).  The pertinent question is whether the seizure of the item has been come at by exploitation of the illegality or instead by means sufficiently distinguishable to be purged of the taint.  Id.

b.  The Supreme Court has declined to adopt a “but for” rule that would make inadmissible any evidence which somehow came to light through a chain of causation that began with the illegality.  Brown v. Illinois, 422 U.S. 590 (1975).

c.  In determining whether the taint has attenuated, consider temporal proximity between the illegality and the seizure, the presence of intervening circumstances, and the flagrancy of the official misconduct.  United States v. Marine, 51 M.J. 425 (1999)(citations omitted)(accused’s lawful arrest was an intervening circumstance which removed the taint of an illegal Terry stop).

d.  The taint from a command-directed urinalysis had dissipated when the accused was not interviewed until two weeks later giving him ample opportunity to seek legal advice, he was fully advised of his rights, he gave consent for a second sample prior to being advised of the results of the earlier test and without exploitation of that test, and once the agents mentioned the command-directed test, they explained it could only be used in administrative proceedings.  United States v. Williams, 35 M.J. 323 (C.M.A. 1992).   

4.   Evidence not obtained as a result of an unlawful search-Independent Source.  Evidence discovered through a source independent of the illegality is admissible.  Silverthorne  Lumber Company, Inc. v. United States, 251 U.S. 385 (1920).

a.   Search based on legally and illegally obtained evidence.  If a probable cause affidavit contains both legally and illegally obtained information, excise the illegal information.  If the balance establishes probable cause, this is "independent source information."  United States v Camanga, 38 M.J. 249 (C.M.A. 1993).

b.   Police illegally entered warehouse without warrant and saw marijuana but left without disturbing evidence and obtained warrant without telling judge about earlier illegal entry.  The evidence admissible because it was obtained with warrant untainted by initial illegality.  Murray v. United States, 487 U.S. 533 (1988).

5.   Evidence obtained as a result of an unlawful search or seizure may be used to impeach by contradiction the in-court testimony of the accused.  Mil. R. Evid. 311(b)(1); United States v. Havens, 44 U.S. 962 (1980)(defendant testified that he did not know his luggage had T-shirt used for smuggling cocaine.  Illegally obtained T-shirt could be used on cross to impeach defendant's credibility); Walder v. United States , 347 U.S. 62 (1952)(where accused goes beyond mere denial of offense charged, this impeachment procedure may be used.)  

XIII.  PROCEDURAL ASPECTS:

A.  Disclosure.

1.  Prior to arraignment, the trial counsel must disclose to defense counsel all evidence seized from or owned by the accused, which the trial counsel intends to offer into evidence.  Mil. R. Evid. 311(d)(1).  This is a sua sponte duty.  There is no requirement that defense counsel first file a discovery request.

2.   Defense counsel should notify trial counsel and military judge of intent to make any suppression motion as "early as possible."  

B.  Waiver.  All motions to suppress based on Fourth Amendment grounds must be made prior to pleas or the issue is waived.  Mil. R. Evid. 311(d)(1).

C.  Burden of Proof on Fourth Amendment Suppression Motions 

1.  Government bears the burden as to all issues except:

(1)  Expectation of privacy.  Rawlings v. Kentucky, 448 U.S. 98 (1980).

(2)  Adequate interest/interest.

2.  Standard of proof.

a.  Normally "preponderance of the evidence."  Mil. R. Evid.311(e)(1) and (2).

b.  Exceptions:  "clear and convincing."
(1)  Voluntariness of consent.  Mil. R. Evid. 314(e)(4). 

(2)  Some weapons/contraband inspections.  Mil. R. Evid. 313(b).

PROBABLE CAUSE PROCEDURAL GUIDE

1. SF or OSI contacts the Chief of Military Justice or the on-call JAG to coordinate a request for search & seizure.  JA obtains a detailed factual account including:

· What information have you received?

· What/who was the source of that information?

· Why do you believe that information is accurate? 

· Why do you believe that information is true?

· Have you been able to corroborate any of these facts/how? 

· What specific location do you want to search?  What is the jurisdiction of that area?    

· What specifically are you looking for?

· Why are you seeking that item/What is that evidence of?

· Why specifically do you think you will find the item at that location?

· What leads you to believe the item is at that location now and hasn’t been removed?

2.  The JAG determines whether probable cause is needed to search.  Is there a reasonable expectation of privacy?  Is there another basis to search such as consent? 

PRACTICE TIP:  Even if the agent intends to request consent to search, obtain probable cause authorization to search as well.  That way if the consent is later determined to be invalid, you have a legal basis for admission of the evidence.  Ensure the agent does not mention the PC authorization in the course of obtaining consent.  Stating they already have PC will render the consent involuntary.    

3.  The JAG makes an initial determination whether we have probable cause to search.  Based on the totality of the circumstances, considering the factual basis and believability of the information provided, are there reasonable grounds to believe the evidence sought is at this time located in/on the place/person to be searched.  

4.  If there is insufficient information, the JAG directs SF/OSI to obtain additional information. Examples:  have the witness swear to the information, run a drug dog through the hallway to see if he alerts, how does the witness know it was marijuana, when did the witness last see the stolen speakers in that room.

5.  Once JA is satisfied there is probable cause, an in-person meeting or conference call is initiated with SF/OSI, the JAG, and the commander or magistrate who will authorize the search.  

· The primary magistrate should always be your first choice.  He has been trained (by you) and has the same broad authority as the wing commander to issue search authorizations.  

· If he is unavailable, the alternate magistrate is the second choice for the reasons cited above.  

· On most installations the wing commander is the third choice.  Know your office policy on this.  It may be the group commander.  Remember a  commander only has authority to issue PC search authorization for those people and places he owns.  An operations group commander could authorize the search of people assigned within his group, dorms “owned” by the squadrons within his group, and buildings or portions thereof in which his squadrons and group headquarters reside.  He could not, for example, authorize a search of the gym but could authorize a search of a hanger. 
· Use a squadron commander as a last resort.  As noted above, they can only authorize a search for those people/places they “own”.  Also, the lower in the chain we go, the greater the chance they are not “neutral and detached”.

6. Tell the magistrate that SF/OSI is requesting search authorization.  Identify the parties on the phone.  Swear the SF troop/OSI agent who will provide the information.  Allow them to relay the: 

· relevant facts

· source of information 

· basis for believing the facts

· the exact place they wish to search 

· the particular items for which they are searching    

· basis for believing the items are currently at the location.  
      
  

PRACTICE TIP:  Use your notes from the previous conversation to ensure they included all of the information upon which you are basing probable cause.  The validity of the PC will be judged based on what the magistrate knew at the time.   If the agent fails to include a critical fact, prompt him, i.e. do you have any information about the truthfulness of Amn Myers who provided this information?  Do not simply state the information yourself.  You are not the affiant and not under oath.  Your role is to provide legal advice to the magistrate.  

7.  Once the affiant has provided all of the information, ask the magistrate whether there is anything about this case that would prevent him from acting impartially.  If not, provide your opinion that we have probable cause to search ___ (the specific area) for _________ (the particular items).  Advise the magistrate he must make an independent decision as to whether probable cause exists and whether to grant probable cause search authorization.  

8.  Magistrate authorizes search or requests additional information.

9.  Keep your notes.  As soon as possible thereafter, SF or OSI should document the authorization and the basis for the authorization on an AF Form 1176.  If you have time, the AF Form 1176 should be done prior to obtaining authorization.     

COMPUTER MONITORING, SEARCH & SEIZURE

1. Network/system probes or intrusions represent serious threats to Air Force system “health.”  If a SA not assigned to the Network Control Center (NCC) detects suspicious activity; the SA must contact the NCC immediately.  The NCC will immediately contact the Air Force Computer Emergency Response Team (AFCERT) and the MAJCOM Network Operations and Security Center (NOSC).  The AFCERT will then confirm if the activity is an actual intrusion.  If the AFCERT verifies the activity is an intrusion, the AFCERT will issue the base an Intrusion Tracking Number, and then the NCC, not the unit SA, should contact AFOSI, etc. 

2. Under federal law, SAs can monitor communications on their systems in order to combat fraud and theft of services.  SAs can also monitor misuse of a system in order to protect the system from damage, theft, or invasions of privacy.  For example, SAs can track hackers within their networks in order to prevent further damage.  This is an exception to the federal wiretap statute, which normally makes it a crime for someone to monitor communications to which they are not a party.  18 USC § 2511(2)(a)(i).  Similarly, an exception to the Electronic Communications Privacy Act allows SAs to examine information stored within their networks to protect themselves against the improper and illegal use of their facilities.  18 USC § 2701(c)(1).  Neither provision, however, permits SAs to conduct unlimited monitoring or snooping.

3. These exceptions are in the law so that system providers can conduct reasonable monitoring that balances the provider’s needs to protect their rights and property with their users’ privacy.  This means there must be a nexus between the monitoring and the threat to the provider’s rights or property.  Extensive gathering evidence of a crime unrelated to their rights and property is generally not permitted.  When a SA discovers evidence of Fraud, Waste, and Abuse (FWA) or other misuse during the course of their normal system administration duties, they may access the content of those communications so far as is necessary to confirm FWA or other misuse has occurred.  The focus of this inquiry is preliminary problem identification.  U.S. v. McLaren, 957 F. Supp. 215, (M.D. Fla., 1997) (There must be a substantial nexus between the monitoring conducted and the threat to the provider’s rights or property.)

4. When an incident of FWA or criminal activity is discovered, an administrator should report the incident to their supervisor, appropriate commander, AF Security Forces, or AFOSI as required.  [Note:  criminal investigative jurisdiction is determined by AFI 71-101 V1, Atch 2; AFOSI conducts all counterintelligence investigations per AFPD 71-1.].  SAs must not engage in any independent, unauthorized criminal or counterintelligence investigations.  When the above listed criteria have been met and the incidents have been reported, they should continue to perform their normal administrative duties.  This protects the use of the system provider exceptions allowing for the continued monitoring of systems for health and security and protects SAs from criminal liability under the wiretap statute and the ECPA.

5. Just as important as the monitoring right is a system provider’s right to disclose certain information to law enforcement authorities or counterintelligence investigators.  Because DoD does not provide communications or computing services to the public, we are not a “provider of services to the public,” like AOL.  Therefore, the restrictions in the ECPA regarding voluntary disclosure of information simply do not apply to DoD SAs.  18 USC § 2702(a), Andersen Consulting LLP v. UOP, 991 F.Supp 1041 (ND Ill 1998).  Similarly, the wiretap statute permits the disclosure of information obtained during authorized monitoring.  18 USC § 2511(2)(a)(i).  This means SAs may voluntarily disclose evidence of FWA or other criminal activity discovered in the ordinary course of business or pursuant to an inquiry sanctioned by the service provider exception to law enforcement and counterintelligence personnel without a legal order to compel such disclosure.

6. A final matter is the nature of appropriate cooperation between SAs and investigators.  SAs should scrupulously avoid serving as an agent or surrogate of law enforcement or counterintelligence investigators.  Law enforcement personnel and counterintelligence investigators may only gather evidence in accordance with strict procedures mandated by the Constitution and statute.  Although the law permits SAs to voluntarily disclose information to the authorities, it does not permit law enforcement or counterintelligence investigators to direct or ask SA to monitor or examine the networks on their behalf.  

7. Law enforcement or counterintelligence investigators are free to accept information from SAs when: (1) the provider is a victim and affirmatively wishes to intercept, examine, and disclose information to protect right or property or has inadvertently discovered evidence of a crime, (2) investigators verify that any interception, examination, and disclosure are motivated by the provider’s duty to protect the system or was a report of inadvertently discovered evidence of a crime, rather than a desire to assist investigators, (3) investigators have not tasked, directed, requested, or coached the monitoring, examination or disclosure for purposes of the investigation, and (4) investigators did not participate in or control the monitoring or examination of the network.

8. In all other cases, when investigators seek information stored on the general network drives and servers, the information may be obtained with the consent of the Designated Approving Official (DAA), appointed in accordance with AFI 33-202; with a search authorization issued by a military magistrate, in accordance with AFI 51-201, Chap 3; or with a warrant issued by a judge.  Search authorizations and warrants are not generally required here because account holders do not retain a “reasonable expectation of privacy” in information sent to network providers.  This is because sending the information to the providers constitute a disclosure under the principles of United States v. Miller, 425 U.S. 435 (1976) and Smith v. Maryland, 442 U.S. 735 (1979).  Monitoring of the network, either full content monitoring or pen trap and trace monitoring, may be conducted in accordance with DoD O-5505.9-M and AFI 71-101 V1, para 3.3.  Should the need arise for access either to an individual PC (one user) or a virtual private drive, access may be gained by either acquiring the permission of the account holder or with a search authorization granted as stated above.  In most circumstances, a warrant must be obtained before a government actor can conduct a search that violates an individual’s reasonable expectation of privacy.  In the context of government employment, however, the government’s role as an employer (as opposed to its role as a law-enforcer) presents a special case.  In O’Connor, the Supreme Court held that a public employer or the employer’s agent can conduct a workplace search that violates a public employee’s reasonable expectation of privacy so long as the search is “reasonable.”  O’Connor v. Ortega, 480 U.S. 709, 722-23 (1987) (plurality); Id. at 732 (Scalia, J., concurring).  According to O’Connor, a warrantless search must satisfy two requirements to qualify as “reasonable.”  First, the employer or his agents must participate in the search for a work-related reason, rather than merely to obtain evidence for use in criminal proceedings.  Second, the search must be justified at its inception and permissible in its scope.  The Court’s decision adds public workplace searches by employers to the list of “special needs” exceptions to the warrant requirement.  The “special needs” exceptions permit the government to dispense with the usual warrant requirement when its officials infringe upon protected privacy rights in the course of acting in a non-law enforcement capacity.  If there is a need for a specific communication or file for official purposes (i.e. needed to meet a suspense for the office), the supervisor may access the computer or virtual private drive to retrieve the needed information.  This is not a license to explore the contents of all of the other documents or files stored on these drives.  But, should the supervisor inadvertently discover something inappropriate while retrieving the needed file that may be reported and used as evidence.

9. In applying this policy, members are strongly encouraged to coordinate their efforts with their local commander, Staff Judge Advocate’s office and AFOSI.  Contact HQ AFCA/JA, DSN 779-6060, with any questions or requests for assistance. 

10. The following is the guidance that was provided to the communications community along with some Frequently Asked Questions and answers which are provided to assist system administrators in the application of these ROEs.

11. The following Frequently Asked Questions and answers are provided to assist system administrators in the application of these ROEs.

Q:  With all this talk of ROEs concerning the network, what are the controlling AFIs?

A:  General rules for usage and maintenance of the networks are contained in the AFI 33 series.  Specifically; AFI 33-115, Vol 1, AFI 33-115, Vol 2, AFI 33-119, AFI 33-129, AFI 33-202, AFSSI 5021, among others.

Q:  While monitoring the network to keep things running smoothly, I noticed one user hitting a number of non-work related (e.g., pornography, stock market, auctions, etc.) sites.  What should I do?

A:  You will need to note the information and then report it to your supervisor.  They will, in turn, report it to the appropriate investigative authority or commander.  Once you have reported the discovery, your responsibilities as to this issue are done until/unless you are tasked to assist the investigating authority in gathering the information. 

Q:  I hear a lot about the terms "content" and "context" when people are discussing intercepting e-mail.  What's the difference between these two words?

A:  Context – refers to routing or identifying information in the header bit stream on an e-mail, which identifies where it came from, where it is going and its size (number of packets).

      Content – refers to the actual message in the e-mail and what is contained in its attachments.  

Q:  Can we provide Proxy Server Logs to commanders, their representatives or OSI?

A:  Yes.  Also, the NCC personnel can always review the Proxy Server Logs for administrative purposes and to maintain the network.  If the request if for the ASIM records the request needs to be referred to AFCERT who will coordinate with OSI.

Q:  What should I do if I find FWA or illegal activity when I am reviewing the proxy server logs while performing my normal administrative duties?

A:  You report the information to your supervisor who will, in turn, report it to the appropriate commander or law enforcement agency. The information gathered may be used by the commander or law enforcement for a variety of purposes.  If it is an intrusion, it must be reported to AFCERT.

Q:  My installation commander wants our communications squadron to devote 10 hours per week solely to review proxy logs looking for evidence of FWA.  Should we do that?

A:  Your installation commander may authorize your squadron personnel to look specifically for evidence of FWA.  But, this is outside your normal duties and requires specific authorization by the commander detailing the scope of such examination.  As a general rule, SAs should not be reviewing the logs specifically looking for wrong doing, but for aberrations in the operations of the network.  There are provisions for inspections of network assets using Military Rule of Evidence 313 to insure policy compliance. This must be coordinated with the JAG.

Q:  My commander wants me to start real-time monitoring of Airman Snuffy's e-mail and Internet accounts because he thinks Airman Snuffy is wasting time.  Can I legally do this?

A:  No.  Commander-directed monitoring of an individual’s e-mail and Internet accounts real-time constitutes interception of those materials.  This is governed by federal law and requires a specific authorization based on information that a crime is being committed.  The Base JAG and OSI should be involved in this process from the very beginning.

Q:  My job is to go through the "dead letter" e-mail box.  All undeliverable e-mail is sent there.  Short of just deleting all the mail, what can I do with it before I cross the "invasion of privacy" line?

A:  You may check the addresses to look for typos in the address to aid in delivering the errant e-mail.  You may also open the contents of the “dead letter” for the purpose of determining who the appropriate addressee is or system protection.  If while doing this, you find something that is unauthorized, report what you have found to the proper authority.

Q:  What is an intercept as it pertains to e-mail and Internet connections?

A:  Intercept – acquiring an electronic transmission between the sender and the addressee while it is in transit.  

Q:  Who can authorize interception of e-mail/electronic communications for investigative purposes?

A:  In the Air Force, AFOSI/CC may authorize interception of an electronic communication, under certain conditions.  Contact your local Staff Judge Advocate for advice.

Q:  I work in a Field Operating Agency (FOA) that resides in a separate building on Base X.  Can the FOA commander direct the search and seizure of a desktop computer in the unit?

A:  The FOA commander may order the computer in the unit to be secured and deny the individual user access to it.  Searching a desktop computer is different from searching a shared drive or a network system.  Those searches can be done with the consent of the DAA.  However, the search of a desktop/laptop computer and the office where the computer is located may require a search authorization.  Ask the JAG.

Q:  If I detect a possible hacker into our system, why can't I use the available Joint Technical Architecture-Air Force (JTA-AF) approved tools and fire back at the hacker?

A:  Your authority is limited to protecting the network.  Actively defending against or attacking an intruder is restricted by federal law.  Only appropriately authorized personnel (e.g., law enforcement, intelligence, etc.) may track and prosecute a hacker.

Q:  I've found a great software tool that will help our local Network Control Center (NCC) become more efficient.  Can I install it on our network and begin using it?

A:  No.  Because of the need for interoperability, security, and integrity of our networks, we require that any software, which is going to be installed on our network, be certified as networthy.  This is to assure that it will not interfere with any of the other approved software tools already installed on the system.

Q:  I have heard that the new anti-terrorist law, USA PATRIOT Act, now allows SAs to investigate wrongdoing on Air Force Networks.

A:  No, the USA PATRIOT Act did not expand or change your authority as a SA under the service provider exception.

Q:  What rules cover administrative monitoring of Voice over Internet Protocol (VoIP), since it is a voice transmission?

A:  The service provider exception allows you to monitor VoIP transmissions on your network just like any other data transmission.  But, you are not allowed to save/store VoIP transmissions.  Since this is an aural communication the specific wire tap rules apply to intercepting, recording or storing these transmissions.  Contact the OSI, local Staff Judge Advocate or AFCA/JA if this situation arises.

Q:  Why do I care if we get Telecommunications Monitoring and Assessment Program (TMAP) certified?  Can't we just get a waiver?

A:  TMAP certification is only good for two fiscal years.  At the end of this period, installations must be recertified based upon verification of monitoring notices, or risk loss of monitoring privileges.
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