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6 Jan 03

MEMORANDUM FOR ALL GTNCOA STUDENTS

FROM:  Gunter NCO Academy/CO

SUBJECT:  Policy on Computer Use

1.  This letter provides guidance and policies regarding the use of the Gunter NCO Academy computers.  Students who knowingly and willingly violate these requirements will be subject to immediate and appropriate disciplinary action.  This action will be taken in accordance with AFI 33-129, Transmission of Information Via the Internet and Article 92, Uniform Code of Military Justice.  Potential actions for violation of these requirements range from verbal counseling up to referral of court-martial charges.  In addition, any student who violates this policy is subject to immediate disciplinary release from the Gunter NCO Academy.

2.  Basic Computer Use:  Computers are provided in the computer lab for student use.  

Students are prohibited from:


a.  Changing the configuration of any computer.


b.  Adding or deleting programs to any computer.


c.  Saving any files to the hard disk of the computer.


d.  Adding or removing any hardware components.


e.  Using other students' login name and password.

3.  There are certain requirements that all students must understand prior to using any Gunter

NCO Academy computer to protect the integrity of the computer system and local area network.  Students will:


a.  Immediately change their password on the first logon to the local area network.


b.  Use an eight-digit password that includes at least 1 numeric or special character.


c.  Logon to the local area network when using a GTNCOA computer.


d.  Report all malicious logic attacks (viruses) found on 3.5” diskettes or hard drives to your Computer Representative from your class and they will in-turn contact the Command Support Section (CSS) immediately.  In the event the incident occurs after normal operating hours the following must take place:

       
(1)  If the virus was cleaned, have the Noncommissioned Officer of the Day (NCOD) place an entry into the logbook and notify the Information Management section or flight instructor immediately on the next duty day.


    (2)  If the virus could not be cleaned and the hard drive is infected, turn the computer off, unplug the power cord, and place a large note on the machine that says “DO NOT USE.”  Have the NCOD place an entry into the logbook and notify the GTNCOA CSS office immediately.  

4.  Internet Explorer is provided as a means to research material required for class projects and assignments.  Students are prohibited from:


a.  Using the internet for any purpose other than to complete course requirements. 


b.  For personal or financial gain.


c.  Storing, processing, displaying, sending, or otherwise transmitting offensive or obscene language or material. Offensive material includes, but is not limited to, “hate literature,” such as racist literature, materials or symbols and sexually harassing materials.  Obscene material includes, but is not limited to, pornography and other sexually explicit materials.


d.  Storing or processing classified information on any system.


e.  Storing or processing copyrighted material unless approval is obtained from the author or publisher.


f.  Participating in “chat lines” or open forum discussions.


g.  Using another person’s account or identity.


h.  Viewing, changing, damaging, deleting, or blocking access to another user's files or communications.


i.  Attempting to circumvent or defeat security or auditing systems.


j.  Obtaining, installing, copying, storing, or using software in violation of the appropriate vendor’s license agreement.


k.  Permitting any unauthorized individual access to a government-owned or government operated system.


l.  Modifying or altering the network operating system or system configuration.


m.  Downloading files that are not part of completing course requirements.

5.  In addition, students are PROHIBITED from:


a.  Leaving a computer terminal unprotected.  That is, the student must log off the network when work is completed or the computer is no longer needed.


b.  Authorizing others to use their network login/password.


c.  Engaging in any activity that is intended to circumvent computer security controls.  This means students must not attempt to crack passwords or discover unprotected files.  Also, users must not access the accounts of others with intent to read, browse, modify, copy, or delete files or directories.

6.  Students must read and understand AFI 33-129, Transmission of Information Via the Internet, and CEPME OI 33-201, Communications Security, before authorized use of any computer or to gain access to the internet.

7.  Direct all questions regarding this policy letter to the Computer System Security Officer, TSgt McCabe, DSN 596-1581.









\\original signed\\


CRAIG K. DEATHERAGE, CMSgt, USAF







   Commandant










